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Microsoft Azure Security Technologies Sample Questions (Q46-Q51):

NEW QUESTION # 46
You have an Azure AD tenant that contains the groups shown in the following table.

Type Contains members
Security Yes
Microsoft 365 MG -

You assign licenses to the groups as shown in the following table.

Group License

Group1 | Azure Active DireCtory Premium
P2

Group2 | Office 365 €S

Gréup3= 1 Bzure Active Directory Premium
P2
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On Mayl, you delete Group1. Group2, and Group3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
silicrosoft “
On May 3, you can restore Group1. @) @)
On May 15, you can restore Group2. O @)
On June 3, you can restore Group3. (@) @)

Answer:

Explanation:

Answer Area ‘ M .

wenes @mMicrosoft
On May 3, you can réstore Group1. O
On May 15, you can restore Group2. O
On June 3, you can restore Group3. O

NEW QUESTION # 47

You implement the planned changes for ASG1 and ASG2.
In which NSGs can you use ASGI. and the network interfaces of which virtual machines can you assign to ASG2?

F T Microsoft nsce: I

NSG2 and NSG4 only

NSG2 NSG3, and WSG4

Virtual machines:
VM3 only

VM2 and V4 only

Vi1, VM2, and VM4 only
VM2, VM3, and VM[} only
W1, VM2, VM3, and VM4

Answer:

Explanation:
Answer Area

= Microsoft

NSGs:

NSG2 and NSG4 only

Virtual machines:

VM2 and VM4 only
VM1, VM2, and VM4 only

. , 3 only
VM1, VM2, VM3, and VM4

NEW QUESTION # 48
You create resources in an Azure subscription as shown in the following table.



MName Type Ragion

RG1 Resource grodp West Europe

VMET1 Ay e vir tual network West Eur ope
tnntnsnl!l LAruTe Storage account West Eur ope

'VNET!1 contains two subnets named Subnet] and Subnet2. Subnet] has a network ID 0f 10.0.0.0/24. Subnet2 has a network ID
0f'10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)

: Logging, Metrics
Defaulthction : Deny
IpRules : [193.77.0.0/16,...)
VirtualNetworkRules : [/subscriptions/a90cB8cBf-dB8bc-4112-abfb-
dac4906573dd/resourceGroups /RGl /providers /Microsoft.Network/
virtualNetworks/VNET1l/subnets/Subnetl,...]

PS8 C:\> (Get-AzStorageAccount sourcel 3 = RG1 contosol901) . NetworkRuleSet.
IpRules

Action IPRddressOrRange

PS C:\> (Get-AzStoragelccount -: : contosol901) . NetworkRules

Action VirtualNetworkResourceld

Allow /[subscriptions/a90c8c8f-d8be-4112-abfbb dac4906573dd/resocurceGroups/  =--=-=--=
RG1 fproviders /Micresoft.Network/virtualNetworks/VNET1/subnets/Subnetl Succeedead

PS C:\> . E

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

_itatI:menh

An Azure virtual machine on Subnetl can access data in Contoso1904: O

An Azure virtual machine on Subnet2 dan'acgess data in Contoso1901. O

A computer on the Internet that has an IP address of 193.77.10.2 can access O
data in Contoso1901.

Answer:

Explanation:

-
m
w
=
=]

Statements

|
]

An Azure virtual machine on Subnetl can access data in Contoso1901.

O

An Azure virtual machine on Subnet2 can-access data in Contoso1901. O : O I
A computer on the jpternet that hasan IP address of 193.77.10.2 can access L
data in Cantos01901. ) =

Explanation:

QO
O




Statements

An Azure virtual machine on Subnet1 can access data in Cone@%\.
as°"
. . sP”.
An Azure virtual machine on Subne ss data in Contos01901.

% a\“
A computer on the Interp
datain Contoso1901.

Box 1: Yes

Access from Subnetl is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes
Access fromIP address 193.77.10.2 is allowed.

NEW QUESTION # 49

' thaM iaC?chftQB.??.lﬂ.Z can access

You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White on
Condition2 Black off

You have the Azure Information Frotection labels showmn in e 1ollowing lable,

Name Applies (o Use label Set the default label
Gilobal Not applicable | None
Policy1 User1 Label1
Policy2 Userl Labelz |

You need to identify how Azure Information Protection will label files.

‘What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Wc@ile tincl t
“Black and White", the file will be-ﬁsiM i: EjFﬁlg 8LF

ff User1 creates a Microsoft Notepad file that includes the
text "Black or white”, the file will be agsighed:

Answer:

Explanation:

Yes

o O

Mo label
Label1 only
Label2 only
Label1 and Label2
v

No label

Label1 only
Label2 only

Label1 and Label2




If User1 create MicMii q}mg@ftudes the text
file will

e assigned:

Black and W e No label

Label1 only
| Label2 only
abel1 and Labe

If User1 creates a Microsoft Notepad file that includes the
text “Black or white”, the file will be assigned:

No label

Label1 only
Label2 only
Label1 and Label2

Reference:
httpsz/docs.microsoft.conven-us/azure/mformation-protection/configure-policy-classification

NEW QUESTION # 50
You have the Azure virtual networks shown in the following table.

Location Subnet
East US Subnetl
Wast US Subnet?, Subnetd
East US Subsrvetd o

Application Network securig q _ Public IP

secu roup group (NSG), address
IZST:EU“i E NSG1 QY Subnetl No

ASG2 NSGIO\Y Subnet2 No
ASG2 NSG1 Subnet3 Yes
ASG4 'NSG1 Subnet4 Yes

The firewalls on all the virtual machines allow ping traffic.
NSGI is configured as shown in the following exhibit.

Inbound security rules
Priority Name Port Protocol Source Destination Action
110 4 Allow_RDP 3389 Any Any Any o Allow -
130 Rulel Any  Any s ASG1 ) " M l C mls.oft
140 Rule2 Any Any 9 ASG2 Any o Allow -
150 Rule3 Any Any L Athi_ N Any @ Allow
160 4 Rule4 Any Any_ v _Any Any o Deny
65000  AllowVnetinBound 0 _A_n;r Any VirtualNetwork VirtualNetwork @ Allow
65001 AIIowAzureLoadB_atan... Any  Any AzureLoadBalancer Any o Allow
65500  DenyAllinBound Any Any Any Any o Deny
Outbound security rules

Priority Name Protocol Source Destination Action
0 AllowvneﬁutBOund Any VirtualNetwork VirtualNetwork Allow -

650 Icﬁ{;!%)mﬁn ernetOutBou.. Ay Any Internet o Allow -

65500 DenyAllQutBound Ay Any Any o Deny




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Answer:
Explanation:

Statements Yes No
VM1 can ping VM3 successfully. 101

VM2 can ping VM4 successfully. e}
VM3 can be accessed by using Remote Desktop-frod the internet. "
Explanation:

Statements Yes No
VM1 can ping VM3 successfully. O
VM2 can ping VM4 successfully. ®)
VM3 can be accessed by using/RemoteDiesktop from the internet.  |[©

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow 'any' traffic on 'any' protocol so
pings are allowed between VM1 and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet.
VM4 does have a public IP and the firewall allows pings. However, for VM2 to be able to ping VM4, VM2 would also need a
public IP address. In Azure, pings don't go out through the default gateway as they would in a physical network. For an Azure VM
to ping external IPs, the VM must have a public [P address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

NEW QUESTION # 51

More and more people look forward to getting the AZ-500 certification by taking an exam. However, the examis very difficult for a
lot of people. Especially if you do not choose the correct study materials and find a suitable way, it will be more difficult for you to
pass the exam and get the AZ-500 related certification. If you want to get the related certification in an efficient method, please
choose the AZ-500 Study Materials from our company. We can guarantee that the study materials from our company will help you
pass the exam and get the certification in a relaxed and efficient method.
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