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Nutanix NCP-CI-Azure Exam Syllabus Topics:

Topic Details

Topic 1

Managing an NC2 on Azure Environment: This section relates to skills in identifying management tasks for
nodes and clusters. Candidates will monitor cluster health and cloud resource performance, ensuring that all
components function efficiently. Understanding these management tasks is vital for maintaining operational
integrity in a hybrid cloud environment.

Topic 2

Deploying an NC2 on Azure Environment: This section assesses the skills of Nautanix Cloud Operators
and focuses on deploying the cloud cluster within the Azure environment. Candidates will learn to configure
cloud provider networking effectively, ensuring that all necessary resources are correctly set up for
deployment.

Topic 3

Planning an NC2 on Azure Deployment: This section of the exam measures the skills of IT Administrators
and covers the preparation of the Azure cloud environment, including determining the appropriate Azure
account and node types. It also involves subscribing to the NC2 service, which requires knowledge of
authentication methods and organization naming conventions. Additionally, candidates must determine
implementation requirements by evaluating deployment use cases and redundancy needs. Identifying
networking requirements is crucial, focusing on connectivity options like VPN and CIDR ranges.
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Topic 4

Configuring an NC2 on Azure Environment: This section evaluates the skills of IT Administrators and
emphasizes modifying cloud networking security to protect resources. Candidates will configure Nutanix
networking settings and troubleshoot connectivity issues to ensure seamless communication within the cloud
environment.
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Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q10-Q15):
NEW QUESTION # 10 
What is the minimum number of nodes needed to deploy an RF3 NC2 cluster?

A. 0
B. 1
C. 2
D. 3

Answer: D

Explanation:
* Replication Factor (RF3):RF3 requires that data is replicated across three different nodes to ensure data durability and fault
tolerance. This replication scheme allows the system to tolerate the failure of two nodes simultaneously.
* Minimum Node Requirement for RF3:To meet the RF3 requirements while maintaining operational capability, a minimum of five
nodes is necessary. This configuration ensures that there are enough nodes to distribute the data and provide the necessary
redundancy.
References:
* Nutanix Replication Factor Documentation
* Nutanix NC2 on Azure Deployment Guide

NEW QUESTION # 11 
Which address must Azure Directory Service be able to resolve when deploying a new NC2 cluster?

A. Gateway-external-api.cloud.nutanix.com
B. Apikeys.nutanix.com
C. Gateway-internal-api-cloud.nutanix.com
D. Download.cloud.nutanix.com

Answer: A

Explanation:
* Azure Directory Service Role: Azure Directory Service must be able to resolve specific Nutanix URLs to ensure proper
communication and functionality during the deployment of an NC2 cluster.
* Critical Endpoint: The address "Gateway-external-api.cloud.nutanix.com" is critical for establishing external API communications
required for the deployment and management of the NC2 cluster.
* DNS Resolution: Proper DNS resolution of this address ensures that the Azure Directory Service can interact with Nutanix
services and APIs necessary for cluster operations.
* Verification Process:
* Ensure that DNS settings allow resolution of "Gateway-external-api.cloud.nutanix.com".
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* Test connectivity and resolution prior to deployment to avoid issues.
* Importance: Without resolving this address, the deployment process might face connectivity issues, leading to potential deployment
failures.
References:
* Nutanix NC2 on Azure Setup Guide
* Azure Active Directory Integration

NEW QUESTION # 12 
What is the purpose of an organization in the NC2 console?

A. To link with NC2 subscription plans
B. To Link with a Public Cloud account
C. To map the on-premises Prism Central environment
D. To segregate clusters based on specific requirements

Answer: D

Explanation:
* Purpose of an Organization in NC2:In the NC2 console, an organization serves to manage and segregate clusters based on
specific requirements such as departmental needs, project goals, or security policies.
* Cluster Management:This segregation allows administrators to apply unique configurations, permissions, and policies to different
clusters within the same environment, providing flexibility and control over resource allocation and management.
References:
* Nutanix NC2 Console Documentation
* Best Practices for Managing NC2 Clusters

NEW QUESTION # 13 
NC2 Azure API calls are failing and MCM no longer shows telemetry or health of the cluster.
Where should the administrator look first?

A. Check VPN/ExpressRoute
B. SSH into the NC2 Azure CVMs
C. Check whitelisting of Outbound Communication
D. Log into Prism and check alerts and notifications

Answer: C

Explanation:
* Outbound Communication Whitelisting:For NC2 Azure API calls and telemetry data to function correctly, certain outbound
communications must be allowed. If these communications are not whitelisted, API calls can fail, and telemetry or health data might
not be reported correctly.
* First Check:Given the symptoms (failing API calls and missing telemetry), the first step should be to ensure that all necessary
outbound communications are correctly whitelisted. This includes ensuring that endpoints and services required for NC2 operation
are accessible.
References:
* Nutanix NC2 Networking Requirements
* Azure Networking and Security Configuration Guide

NEW QUESTION # 14 
What will be observed in the NC2 cluster when terminating a node from the Azure portal?

A. NC2 will shutdown the node.
B. NC2 will mark the node as degraded.
C. NC2 will terminate the node from the cluster.
D. NC2 will continue re-provisioning the node.

Answer: B



Explanation:
* Node Termination Observation:When a node is terminated from the Azure portal, the NC2 cluster will detect that the node is no
longer operational.
* Marking as Degraded:NC2 will mark the node as degraded, indicating that the node is not functioning as expected. This status
allows administrators to take necessary actions to resolve the issue, such as provisioning a new node or addressing the degradation
cause.
References:
* Nutanix NC2 Cluster Management Guide
* Azure Instance Termination Documentation

NEW QUESTION # 15
......
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