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CompTIA PenTest+ Certification Sample Questions (Q68-Q73):
NEW QUESTION # 68

A company is concerned that its cloud VM is vulnerable to a cyberattack and proprietary data may be stolen. A penetration tester
determines a vulnerability does exist and exploits the vulnerability by adding a fake VM instance to the [aaS component of the
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client's VM. Which of the following cloud attacks did the penetration tester MOST likely implement?

A. Cross-site scripting
B. Direct-to-origin

C. Malware injection
D. Credential harvesting

Answer: C

Explanation:

Malware injection is the most likely cloud attack that the penetration tester implemented, as it involves adding a fake VM instance to
the TaaS component of the client's VM. Malware injection is a type of attack that exploits vulnerabilities in cloud services or
applications to nject malicious code or data into them. The injected malware can then compromise or control the cloud resources or
data.

NEW QUESTION # 69
‘Which of'the following should a penetration tester consider FIRST when engaging in a penetration test in a cloud environment?

A. Whether the specific cloud services are being used by the application

B. The geographical location where the cloud services are running

C. Whether the cloud service provider allows the penetration tester to test the environment
D. Whether the country where the cloud service is based has any impeding laws

Answer: B

Explanation:
Section: (none)
Explanation

NEW QUESTION # 70

A red team completed an engagement and provided the following example in the report to describe how the team gained access to a
web server:

x' OR role LIKE '%admin%

Which of'the following should be recommended to remediate this vulnerability?

A. Encrypted communications

B. Secure software development life cycle
C. Parameterized queries

D. Multifactor authentication

Answer: C

Explanation:

Explanation

The best recommendation to remediate this vulnerability is to use parameterized queries in the web application. Parameterized
queries are a way of preventing SQL injection attacks by separating the SQL statements from the user nput. This way, the user
mput is treated as a literal value and not as part of the SQL statement. For example, instead of using X' OR role LIKE '%admin®o,
the user nput would be passed as a parameter to a prepared statement that would check if it matches any value in the database.

NEW QUESTION # 71
The results of an Nmap scan are as follows:



Starting Nmap 7.80 ( https://nmap.org ) at 2021-01-24 01:10"EST
Nmap scan report for ( 152.168.1.1 )

Host is up (0.0035s latency).

Not shown: 996 filtered ports

Port State Service Version

22/tcp open ssh OpenSSH 6.6.1pl
53/tcp open domain dnsmasq 2.72
80/tecp open http lighttpd
443/tcp open ssl/http httpd

Service Info: OS: Linux: Device: routergCPE: cpe:/o:linux:linux kernel

Service detedtion [perfprmed. Plea*e seéort any incorrect results at https://nmap.org/submit/.
Nmap done: 1 IP"add¥ess (1 hostup)r s€anned in 18.45 seconds

Which of the following would be the BEST conclusion about this device?

e A This device is most likely a gateway with in-band management services.

e B. This device is most likely a proxy server forwarding requests over TCP/443.

e C. This device may be vulnerable to the Heartbleed bug due to the way transactions over TCP/22 handle heartbeat extension
packets, allowing attackers to obtain sensitive information from process memory.

e D. This device may be vulnerable to remote code execution because of a butter overflow vulnerability in the method used to
extract DNS names from packets prior to DNSSEC validation.

Answer: A

Explanation:
The heart bleed bug is an open ssl bug which does not affect SSH Ref: https//www.sos-berlin.com/en/news-heartbleed-bug-does-
not-affect-jobscheduler-or-ssh

NEW QUESTION # 72
‘Which of the following factors would a penetration tester most likely consider when testing at a location?

A. Establish the time of the day when a test can occur.

B. Ensure all testers can access all sites.

C. Determine if visas are required.

D. Verify the tools being used are legal for use at all sites.

Answer: A

Explanation:

Explanation

One of'the factors that a penetration tester would most likely consider when testing at a location is to establish the time of day when
a test can occur. This factor can affect the scope, duration, and impact of the test, as well as the availability and response of the
client and the testers. Testing at different times of day can have different advantages and disadvantages, such as testing during
business hours to simulate realistic scenarios and traffic patterns, or testing after hours to reduce disruption and interference. Testing
at different locations may also require adjusting for different time zones and daylight saving times. Establishing the time of day when a
test can occur can help plan and coordinate the test effectively and avoid confusion or conflict with the client or other parties
involved in the test. The other options are not factors that a penetration tester would most likely consider when testing at a location.

NEW QUESTION # 73
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