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The learning material is available in three different easy-to-use forms. The first one is a PDF form. The students can save the SSE-
Engineer questions by taking out their prints or can access them on their smartphones, tablets, and laptops. The PDF form can be
used anywhere anytime and is essential for applicants who like to learn from their smart devices. The second form is Palo Alto
Networks Security Service Edge Engineer (SSE-Engineer) web-based practice test which can be taken from browsers.

Palo Alto Networks Security Service Edge Engineer Sample Questions (Q15-
Q20):
NEW QUESTION # 15 
A customer using Prisma Access (Managed by Panorama) wants to monitor traffic patterns across all remote networks and use
Strata Logging Service to gather insights on network usage. An engineer notices that some network data is missing from the
Application Command Center (ACC).
What should the engineer do to ensure complete data visibility?

A. Verify that the Panorama web interface has been configured to aggregate logs from both the Panorama data and RN-
SPNs.
B. Enable the Use Data for Pre-Defined Reports' setting in the Logging and Reporting configuration on Panorama.
C. Reconfigure the Prisma Access remote networks to log directly to Panorama instead of using Strata Logging Service.
D. Ensure that log forwarding profiles are applied to all Prisma Access policies and directed to Strata Logging Service.

Answer: D

Explanation:
For complete data visibility inPrisma Access (Managed by Panorama),log forwarding profilesmust be applied toall security policiesto
ensure that traffic logs are correctly sent toStrata Logging Service. If log forwarding is missing or misconfigured, some traffic data
may not appear in theApplication Command Center (ACC), leading to incomplete insights. Verifying and correctly assigning log
forwarding ensures that all relevant network activity is captured and available for analysis.

NEW QUESTION # 16 
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

A. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the compliance
standards.
B. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.
C. Run a Best Practice Assessment (BPA) at regular intervals and manually revert any policies not meeting company
compliance standards.
D. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

Answer: A

Explanation:
By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approacheliminates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

NEW QUESTION # 17 
An engineer configures a Security policy for traffic originating at branch locations in the Remote Networks configuration scope. After
committing the configuration and reviewing the logs, the branch traffic is not matching the Security policy.
Which statement explains the branch traffic behavior?

A. The traffic is matching a Security policy in the Prisma Access configuration scope.
B. The Security policy did not meet best practice standards and was automatically removed.
C. The source zone was configured as "Trust."
D. The source address was configured with an address object including the branch location prefixes.
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Answer: A

Explanation:
InPrisma Access, security policies are evaluated based on theirconfiguration scope. If the engineer configured aSecurity policyunder
theRemote Networks scope, but traffic from the branch locations is instead matching aSecurity policy under the Prisma Access
configuration scope, the intended policy will not take effect. This happens becausePrisma Access evaluates security rules based on
the highest-level applicable configuration first, which can override more specific Remote Networks policies.

NEW QUESTION # 18 
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other
tenants by using role-based access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.
B. Set the administrative accounts for the security team to the "Superuser" role.
C. Create a custom role enabling all privileges within the specific tenant's scope and assign it to the security team's user
accounts.
D. Create a custom role with Device Group and Template privileges and assign it to the security team's user accounts.

Answer: A

Explanation:
In aPanorama Managed Prisma Access multitenant environment,Access Domainsprovide granularrole- based access control
(RBAC). By defining anAccess Domain, the network security team can be granted full administrative privileges for aspecific tenant's
configurationwhile ensuring theycannot access or modify other tenants. This method enforces proper segmentation andensures
compliance with multitenant security policies.

NEW QUESTION # 19 
Which overlay protocol must a customer premises equipment (CPE) device support when terminating a Partner Interconnect-based
Colo-Connect in Prisma Access?

A. Geneve
B. DTLS
C. IPSec
D. GRE

Answer: C

Explanation:
When terminating aPartner Interconnect-based Colo-ConnectinPrisma Access, theCustomer Premises Equipment (CPE)must
supportIPSecas the overlay protocol. Prisma Access establishes secureIPSec tunnels between theColo-Connect infrastructure and
the CPE, ensuringencrypted communicationand reliable connectivity.IPSecprovidessecure site-to-cloud integration, enabling
customers to extend their private network securely over the Prisma Access infrastructure.

NEW QUESTION # 20
......
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