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CompTIA SY0-701 Prüfungsplan:

Thema Einzelheiten

Thema 1
General Security Concepts: This topic covers various types of security controls, fundamental security
concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.

Thema 2

Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.

Thema 3

Security Program Management and Oversight: Finally, this topic discusses elements of effective security
governance, the risk management process, third-party risk assessment, and management processes.
Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

Thema 4

Security Architecture: Here, you'll learn about security implications across different architecture models,
applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

Thema 5

Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and
motivations, explaining common threat vectors and attack surfaces, and outlining different types of
vulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

CompTIA Security+ Certification Exam SY0-701 Prüfungsfragen mit
Lösungen (Q177-Q182):
177. Frage 
Which of the following threat actors would most likely deface the website of a high-profile music group?

A. Unskilled attacker
B. Nation-state
C. Insider threat
D. Organized crime

Antwort: A

Begründung:
An unskilled attacker, often referred to as a script kiddie, is likely to engage in website defacement. This type of attack typically
requires minimal expertise and is often conducted for notoriety.

178. Frage 
Which of the following would be the best way to handle a critical business application that is running on a legacy server?

A. Hardening
B. Segmentation
C. Isolation
D. Decommissioning

Antwort: C
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Begründung:
A legacy server is a server that is running outdated or unsupported software or hardware, which may pose security risks and
compatibility issues. A critical business application is an application that is essential for the operation and continuity of the business,
such as accounting, payroll, or inventory management. A legacy server running a critical business application may be difficult to
replace or upgrade, but it should not be left unsecured or exposed to potential threats.
One of the best ways to handle a legacy server running a critical business application is to harden it.
Hardening is the process of applying security measures and configurations to a system to reduce its attack surface and vulnerability.
Hardening a legacy server may involve steps such as:
* Applying patches and updates to the operating system and the application, if available
* Removing or disabling unnecessary services, features, or accounts
* Configuring firewall rules and network access control lists to restrict inbound and outbound traffic
* Enabling encryption and authentication for data transmission and storage
* Implementing logging and monitoring tools to detect and respond to anomalous or malicious activity
* Performing regular backups and testing of the system and the application Hardening a legacy server can help protect the critical
business application from unauthorized access, modification, or disruption, while maintaining its functionality and availability.
However, hardening a legacy server is not a permanent solution, and it may not be sufficient to address all the security issues and
challenges posed by the outdated or unsupported system. Therefore, it is advisable to plan for the eventual decommissioning or
migration of the legacy server to a more secure and modern platform, as soon as possible.
References: CompTIA Security+ SY0-701 Certification Study Guide, Chapter 3: Architecture and Design, Section 3.2: Secure
System Design, Page 133 1; CompTIA Security+ Certification Exam Objectives, Domain
3: Architecture and Design, Objective 3.2: Explain the importance of secure system design, Subobjective:
Legacy systems 2

179. Frage 
Which of the following is the best security reason for closing service ports that are not needed?

A. To eliminate false positives from a vulnerability scan
B. To reduce a system's attack surface
C. To improve a system's resource utilization
D. To mitigate risks associated with unencrypted traffic

Antwort: B

180. Frage 
A security analyst and the management team are reviewing the organizational performance of a recent phishing campaign. The user
click-through rate exceeded the acceptable risk threshold, and the management team wants to reduce the impact when a user clicks
on a link in a phishing message. Which of the following should the analyst do?

A. Update the EDR policies to block automatic execution of downloaded programs.
B. Place posters around the office to raise awareness of common phishing activities.
C. Implement email security filters to prevent phishing emails from being delivered
D. Create additional training for users to recognize the signs of phishing attempts.

Antwort: A

Begründung:
Explanation
An endpoint detection and response (EDR) system is a security tool that monitors and analyzes the activities and behaviors of
endpoints, such as computers, laptops, mobile devices, and servers. An EDR system can detect, prevent, and respond to various
types of threats, such as malware, ransomware, phishing, and advanced persistent threats (APTs). One of the features of an EDR
system is to block the automatic execution of downloaded programs, which can prevent malicious code from running on the endpoint
when a user clicks on a link in a phishing message. This can reduce the impact of a phishing attack and protect the endpoint from
compromise. Updating the EDR policies to block automatic execution of downloaded programs is a technical control that can
mitigate the risk of phishing, regardless of the user's awareness or behavior. Therefore, this is the best answer among the given
options.
The other options are not as effective as updating the EDR policies, because they rely on administrative or physical controls that may
not be sufficient to prevent or stop a phishing attack. Placing posters around the office to raise awareness of common phishing
activities is a physical control that can increase the user's knowledge of phishing, but it may not change their behavior or prevent
them from clicking on a link in a phishing message. Implementing email security filters to prevent phishing emails from being delivered



is an administrative control that can reduce the exposure to phishing, but it may not be able to block all phishing emails, especially if
they are crafted to bypass the filters. Creating additional training for users to recognize the signs of phishing attempts is an
administrative control that can improve the user's skills of phishing detection, but it may not guarantee that they will always be vigilant
or cautious when receiving an email. Therefore, these options are not the best answer for this question. References = Endpoint
Detection and Response - CompTIA Security+ SY0-701 - 2.2, video at 5:30; CompTIA Security+ SY0-701 Certification Study
Guide, page 163.

181. Frage 
An enterprise is trying to limit outbound DNS traffic originating from its internal network. Outbound DNS requests will only be
allowed from one device with the IP address 10.50.10.25. Which of the following firewall ACLs will accomplish this goal?

A. Access list outbound permit 0.0.0.0/0 10.50.10.25/32 port 53Access list outbound deny 0.0.0.0/0 0.0.0.0
/0 port 53
B. Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53Access list outbound deny 0.0.0.0/0 0.0.0.0
/0 port 53
C. Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53Access list outbound deny 10.50.10.25/32 0.0.0.0
/0 port 53
D. Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53Access list outbound deny 0.0.0.0/0 10.50.10.25
/32 port 53

Antwort: B

Begründung:
A firewall ACL (access control list) is a set of rules that determines which traffic is allowed or denied by the firewall. The rules are
processed in order, from top to bottom, until a match is found. The syntax of a firewall ACL rule is:
Access list <direction> <action> <source address> <destination address> <protocol> <port> To limit outbound DNS traffic
originating from the internal network, the firewall ACL should allow only the device with the IP address 10.50.10.25 to send DNS
requests to any destination on port 53, and deny all other outbound traffic on port 53. The correct firewall ACL is:
Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53 Access list outbound deny 0.0.0.0/0 0.0.0.0/0 port 53 The first rule
permits outbound traffic from the source address 10.50.10.25/32 (a single host) to any destination address (0.0.0.0/0) on port 53
(DNS). The second rule denies all other outbound traffic on port 532.

182. Frage
......

Die CompTIA SY0-701 Zertifizierungsprüfung ist eine wichtige CompTIA Zertifizierungsprüfung. Aber es ist nicht einfach, die
CompTIA SY0-701 Zertifizierungsprüfung zu bestehen. Um den Druck der Kandidaten zu entlasten und Zeit und Energie zu
ersparen hat ZertSoft viele Prüfungsmaterialien entwickelt. So können Sie im ZertSoft die geeignete und effziente Trainingsmethode
wählen, um die SY0-701 Prüfung zu bestehen.
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