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NEW QUESTION # 12 
What are two common lifecycle stages for an advanced persistent threat (APT) that is infiltrating a network? (Choose two.)
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A. Lateral movement
B. Privilege escalation
C. Deletion of critical data
D. Communication with covert channels

Answer: A,B

Explanation:
Lateral movement is a key stage where the attacker moves across the network to find valuable targets.
Privilege escalation involves gaining higher access rights to expand control within the compromised environment.
Communication with covert channels is a tactic used during persistence or exfiltration, while deletion of critical data is not a standard
APT lifecycle stage - it's more characteristic of destructive attacks.

NEW QUESTION # 13 
Which technology helps Security Operations Center (SOC) teams identify heap spray attacks on company-owned laptops?

A. EDR
B. CVVP
C. CSPM
D. ASM

Answer: A

Explanation:
Heap spray attacks exploit memory management vulnerabilities by injecting malicious code into a program's heap to manipulate
execution flow. Endpoint Detection and Response (EDR) platforms monitor memory and process behavior on endpoints, enabling
the detection of such memory-based exploits through anomaly and behavior analysis. Palo Alto Networks' Cortex XDR equips
SOC teams with the tools to detect, analyze, and respond to heap spray and other in-memory attacks on company laptops in real
time. EDR's endpoint-centric visibility is crucial since heap spray attacks operate below network layers and often bypass traditional
perimeter defenses.

NEW QUESTION # 14 
What would allow a security team to inspect TLS encapsulated traffic?

A. Traffic shaping
B. Decryption
C. DHCP markings
D. Port translation

Answer: B

Explanation:
Decryption is required to inspect TLS-encrypted traffic, allowing security tools (such as firewalls or intrusion prevention systems) to
analyze the contents of the traffic for threats that would otherwise remain hidden within encrypted sessions.

NEW QUESTION # 15 
What are two functions of an active monitoring system? (Choose two.)

A. Determining system health using unaltered system data
B. Detecting micro-services in a default configuration
C. Preventing specific changes from being affected in the system
D. Using probes to establish potential load issues

Answer: A,D

Explanation:
Determining system health using unaltered system data - Active monitoring collects real-time data to assess the current health and
performance of systems.



Using probes to establish potential load issues - Active monitoring uses synthetic transactions or probes to simulate user interactions
and identify performance or load-related issues before they affect users.

NEW QUESTION # 16 
Which type of system is a user entity behavior analysis (UEBA) tool?

A. Archiving
B. Active monitoring
C. sandboxing
D. Correlating

Answer: B

Explanation:
A User Entity Behavior Analysis (UEBA) tool performs active monitoring by continuously analyzing the behavior of users and entities
to detect anomalies that may indicate insider threats, compromised accounts, or malicious activity. It uses machine learning and
analytics to identify unusual patterns in real time.

NEW QUESTION # 17
......
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