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Network Security — 20%

¢ [mplementing segmentation, access control policies, URL filtering, AVC, as well as malware protection;

¢ Implementing the management options for network security solutions such as perimeter security & intrusion prevention (single
versus multidevice manager, in-band versus out-of-band, SFTP, DNS, SCP, CDP, and DHCP security & risks);

¢ Configuring AAA for network & device access (TACACS+, authentication & authorization, accounting, RADIUS &
RADIUS flows, dACL),

¢ Comparing network security solutions that deliver the firewall capacity as well as intrusion prevention;

¢ Describing deployment models of network security architectures & solutions that deliver the firewall capacity as well as
intrusion prevention,

Cisco 350-701 Certification Examis designed for IT professionals who are interested in pursuing a career in the field of network
security. Implementing and Operating Cisco Security Core Technologies certification exam is part of the Cisco Certified Network
Professional (CCNP) Security program, which is an advanced level of certification for network security professionals. 350-701
exam tests the candidate's knowledge and skills in implementing and operating Cisco security core technologies, including network
security, cloud security, endpoint protection, and secure network access.

Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q378-Q383):

NEW QUESTION # 378
Which type of DNS abuse exchanges data between two computers even when there is no direct connection?

A. Network footprinting

B. Command-and-control communication
C. Data exfiltration

D. Malware installation

Answer: C

Explanation:

Malware installation: This may be done by hijacking DNS queries and responding with malicious IP addresses.

Command & Control communication: As part of lateral movement, after an initial compromise, DNS communications is abused to
commumnicate with a C2 server. This typically involves making periodic DNS queries from a computer in the target network for a
domain controlled by the adversary. The responses contain encoded messages that may be used to perform unauthorized actions in
the target network.

Network footprinting: Adversaries use DNS queries to build a map of the network. Attackers live off the terrain so developing a
map is important to them

Data theft (exfiltration): Abuse of DNS to transfer data; this may be performed by tunneling other protocols like FTP, SSH through
DNS queries and responses. Attackers make multiple DNS queries from a compromised computer to a domain owned by the
adversary. DNS tunneling can also be used for executing commands and transferring malware into the target network.

NEW QUESTION # 379

A company deploys an application that contains confidential data and has a hybrid hub-and-spoke topology.

The hub resides in a public cloud environment, and the spoke resides on-premises. An engineer must secure the application to
ensure that confidential data in transit between the hub-and-spoke servers is accessible only to authorized users. The engneer
performs these configurations:

* Segregation of duties

* Role-based access control

* Privileged access management

‘What must be implemented to protect the data i transit?

e A MD5
e B TLS13
o C. AES-256


https://www.prep4away.com/Cisco-certification/braindumps.350-701.ete.file.html
https://www.dumpsquestion.com/350-701-exam-dumps-collection.html

e D. SHA-512

Answer: B

NEW QUESTION # 380
Refer to the exhibit.

Info: New SMTP ICID 30 interface Management (192.168.0.100)
address 10.128.128.200 reverse dns host unknown verified no

Info: ICID 30 ACCEPT SG SUSPECTLIST match sbrs[none] SBRS None

Info: ICID 30 TLS success protocol TLSvl cipher
DHE-RSA-AES256-SHA

Info: SMTP Auth: (ICID 30) succeeded for user: cisco using
AUTH mechanism: LOGIN with profile: ldap smtp

Info: MID (80 matédhed all recipients for per-recipient policy
DEFAULT in the outbound table

Which type of authentication is in use?

A. LDAP authentication for Microsoft Outlook
B. POP3 authentication

C. external user and relay mail authentication
D. SMTP relay server authentication

Answer: C

Explanation:

The TLS connections are recorded in the mail logs, along with other significant actions that are related to messages, such as filter
actions, anti-virus and anti-spam verdicts, and delivery attempts. Ifthere is a successful TLS connection, there will be a TLS success
entry in the mail logs. Likewise, a failed TLS connection produces a TLS failed entry. If a message does not have an associated TLS
entry in the log file, that message was not delivered over a TLS connection.

The TLS connections are recorded in the mail logs, along with other significant actions that are related to messages, such as filter
actions, anti-virus and anti-spam verdicts, and delivery attempts. Ifthere is a successful TLS connection, there will be a TLS success
entry in the mail logs. Likewise, a failed TLS connection produces a TLS failed entry. If a message does not have an associated TLS
entry in the log file, that message was not delivered over a TLS connection.

Reference:

The exhibit in this Qshows a successful TLS connection from the remote host (reception) in the mail log,

The TLS connections are recorded in the mail logs, along with other significant actions that are related to messages, such as filter
actions, anti-virus and anti-spam verdicts, and delivery attempts. Ifthere is a successful TLS connection, there will be a TLS success
entry in the mail logs. Likewise, a failed TLS connection produces a TLS failed entry. If a message does not have an associated TLS
entry in the log file, that message was not delivered over a TLS connection.

The exhibit in this Qshows a successful TLS connection from the remote host (reception) in the mail log.

NEW QUESTION # 381
‘Which network monitoring solution uses streams and pushes operational data to provide a near real-time view of activity?

A. model-driven telemetry
B. syslog
C. SNMP
D. SMTP

Answer: A

Explanation:

The traditional use of the pull model, where the client requests data from the network does not scale when what you want is near
real-time data. Moreover, in some use cases, there is the need to be notified only when some data changes, like interfaces status,
protocol neighbors change etc.

Model-Driven Telemetry is a new approach for network monitoring in which data is streamed from network devices continuously



using a push model and provides near real-time access to operational statistics.

Applications can subscribe to specific data itens they need, by using standard-based YANG data models over NETCONF-
YANG. Cisco IOS XE streaming telemetry allows to push data off of the device to an external collector at a much higher frequency,
more efficiently, as well as data on-change streaming.

NEW QUESTION # 382

A network security engineer must export packet captures from the Cisco FMC web browser while troubleshooting an issue. When
navigating to the address https//<FMC IP>/capure/CAPI/pcap/test.pcap, an error 403: Forbidden is given instead of the PCAP file.
‘Which action must the engineer take to resolve this issue?

A. Disable the proxy setting on the browser

B. Enable the HTTPS server for the device platform policy

C. Disable the HTTPS server and use HTTP instead

D. Use the Cisco FTD IP address as the proxy server setting on the browser

Answer: B

Explanation:

The error 403: Forbidden indicates that the web server denied access to the requested resource, which in this case is the PCAP file.
Ore possible reason for this error is that the HTTPS server is not enabled for the device platform policy, which is a configuration
that applies to the FTD devices managed by the FMC. The device platform policy defines the settings for the management interface,
the SSH access, the SNMP, the NTP, the DNS, and the HTTPS server. The HTTPS server allows the FMC to access the FTD
devices via HTTPS and performtasks such as packet capture, packet tracer, and file transfer. If the HTTPS server is not enabled
for the device platform policy, the FMC cannot access the PCAP file from the FTD device via HTTPS.

Therefore, the engineer must enable the HTTPS server for the device platform policy in order to resolve this issue. To enable the
HTTPS server for the device platform policy, the engineer must follow these steps:

* Log in to the FMC web interface and navigate to Devices > Platform Settings.

* Select the device platform policy that applies to the FTD device and click Edit.

* In the General tab, check the Enable HTTPS Server checkbox and click Save.

* Deploy the policy changes to the FTD device and wait for the deployment to complete.

* Try to access the PCAP file again from the FMC web browser using the same address.

Alternatively, the engineer can also enable the HTTPS server for the FTD device from the FTD CLI using the command configure
network https-server enable. However, this method is not recommended because it may cause a configuration conflict with the
FMC123 References = 1: Use Firepower Threat Defense Captures and Packet Tracer - Cisco 2: Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager, Version 6.6 - Device Management Basics [Cisco Firepower NGFW] - Cisco
3: Cisco Firepower Threat Defense Command Reference - C through D Commands [Cisco Firepower NGFW] - Cisco

NEW QUESTION # 383
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