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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q26-Q31):
NEW QUESTION # 26 
You have been tasked with destroying all resources relating to a recent active-active high-availability (HA) FGSP Terraform
deployment in Google Cloud.
What steps do you have to take to ensure a successful deletion? (Choose two.)

A. Delete all resources manually because active-active HA clusters cannot be destroyed using Terraform.
B. Use the command terraform destroy to delete all resources deployed by the Terraform template.
C. Delete all dependencies to resources relating to the Terraform template.
D. Use the command terraform plan before destroying the Terraform template.

Answer: B,C

Explanation:
Removing dependencies prevents resource conflicts during deletion.
terraform destroy is the correct command to cleanly and completely remove all resources created by the Terraform deployment.
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NEW QUESTION # 27 
Refer to the exhibit.

In this hybrid environment, in which two ways does the traffic flow from a network node in the on-premises network to Workload B
in Google Cloud? (Choose two.)

A. Once the traffic has been inspected, the active FortiGate uses VPC peering to forward the traffic to the Server project A
VPC.
B. When the packet reaches the external VPC, it is forwarded to the active FortiGate cluster member using a custom static
route.
C. Traffic will not reach the FortiGate devices because both load balancers are internal.
D. Traffic will be routed using VPC peering from the Internal VPC to the destination subnet.

Answer: B,D

Explanation:
Traffic from on-premises enters the external VPC and is routed to the active FortiGate VM via custom routes for inspection.
After inspection, traffic is routed through VPC peering from the internal VPC to the service project subnet where Workload B
resides.

NEW QUESTION # 28 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices must not be deployed in the same VPC.
B. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.
C. The FortiGate devices must be deployed in two different regions.
D. The FortiGate devices can be deployed in the same subnet.



Answer: B,C

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 29 
Refer to the exhibit.

An administrator is attempting to deploy a Terraform template using Google Cloud Shell.
Which step must the administrator take to solve the error?

A. Manually create a Google Cloud storage bucket for logging functionality.
B. Use the command terraform init to initialize the Terraform directory.
C. Use the command gcloud config set project to set the Google Cloud project in Google Cloud Shell.
D. Delete the admin user to proceed with the Terraform script.

Answer: C

Explanation:
The error indicates the Google Cloud project is not set, which is required for Terraform to access resources.
Setting the project with gcloud config set project [PROJECT_ID] resolves this by specifying the active project in Cloud Shell.

NEW QUESTION # 30 
An organization is deploying an active-passive high availability (HA) cluster using passthrough load balancers in Google Cloud.
What is a critical factor for ensuring successful HA formation, failover, and traffic flow?

A. VDOM exceptions must be configured.
B. Unicast FortiGate Clustering Protocol (FGCP) must be used.
C. There can be more than two cluster members.
D. Incoming traffic must be source NATed to ensure traffic flow symmetry.

Answer: D



Explanation:
Source NAT ensures that traffic is symmetric by keeping the source IP consistent, which is critical for proper failover and session
synchronization in an active-passive HA cluster using passthrough load balancers.

NEW QUESTION # 31
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