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assured to buy our CV0-004 study guide, which definitely will be the best choice for you.

CompTIA Cloud+ (2024) Sample Questions (Q164-Q169):
NEW QUESTION # 164 
A security team recently hired multiple interns who all need the same level of access. Which of the following controls should the
security team implement to provide access to the cloud environment with the least amount of overhead?

A. MFA
B. Local user access
C. Group-based access control
D. Discretionary access

Answer: C

Explanation:
Implementing group-based access control is the most efficient way to provide access to multiple interns who require the same level
of access. This method allows the security team to assign permissions to a group rather than to individual user accounts, thereby
reducing the administrative overhead involved in managing access rights for each intern individually. Reference: CompTIA Cloud+
Certification Study Guide (Exam CV0-004) by Scott Wilson and Eric Vanderburg
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NEW QUESTION # 165 
A cloud solutions architect needs to design a solution that will collect a report and upload it to an object storage service every time a
virtual machine is gracefully or non-gracefully stopped. Which of the following will best satisfy this requirement?

A. A script embedded on the stopping VM's OS that will upload the logs on system shutdown
B. Creating a webhook that will trigger on VM shutdown API calls and upload the requested files from the volume attached
to the VM into the object-defined storage service
C. An API of the object-defined storage service that will scrape the stopped VM disk and self-upload the required files as
objects
D. An event-driven architecture that will send a message when the VM shuts down to a log-collecting function that extracts
and uploads the log directly from the storage volume

Answer: D

Explanation:
An event-driven architecture is suited for this scenario, where an event (like a VM shutdown) triggers a function to execute specific
tasks (log collection and upload). This approach is efficient and ensures that the logs are collected and uploaded to an object storage
service every time the VM is stopped, regardless of whether it is a graceful or non-graceful shutdown.

NEW QUESTION # 166 
A software engineer needs to transfer data over the internet using programmatic access while also being able to query the data.
Which of the following will best help the engineer to complete this task?

A. Web sockets
B. SQL
C. RPC
D. GraphQL

Answer: D

Explanation:
GraphQL is the best option for transferring data over the internet with programmatic access and querying capabilities. It is a query
language for APIs and a runtime for executing those queries with existing data, providing a more efficient, powerful, and flexible
alternative to the REST API.References: Data transfer and querying methods are part of the technical knowledge associated with
cloud computing, as included in CompTIA Cloud+.

NEW QUESTION # 167 
A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet
an anticipated increase in demand during an upcoming holiday.
The majority of the application load takes place on the application server under normal conditions. For this reason, the company
decides to deploy additional application servers into a commercial cloud provider using the on-premises orchestration engine that
installs and configures common software and network configurations.
The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS
provider has been configured to use weighted round-robin routing to load balance connections from the Internet.
During testing, the company discovers that only 20% of connections completed successfully.
INSTRUCTIONS
Review the network architecture and supporting documents and fulfill these requirements:
Part 1:
Part 2:
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Part 2:
Only select a maximum of TWO options from the multiple choice question

B) Update the PSK (Pre-shared key in Router2)
E) Change the Address Space on Router2

Answer:

Explanation:



See explanation below
Explanation:
Part 1: Router 2
The problematic device is Router 2, which has an incorrect configuration for the IPSec tunnel. The IPSec tunnel is a secure
connection between the on-premises datacenter and the cloud provider, which allows the traffic to flow between the two networks.
The IPSec tunnel requires both endpoints to have matching parameters, such as the IP addresses, the pre-shared key (PSK), the
encryption and authentication algorithms, and the security associations (SAs) .
According to the network diagram and the configuration files, Router 2 has a different PSK and a different address space than
Router 1. Router 2 has a PSK of "1234567890", while Router 1 has a PSK of "0987654321". Router 2 has an address space of
10.0.0.0/8, while Router 1 has an address space of 192.168.0.0/16. These mismatches prevent the IPSec tunnel from establishing
and encrypting the traffic between the two networks.
The other devices do not have any obvious errors in their configuration. The DNS provider has two CNAME records that point to
the application servers in the cloud provider, with different weights to balance the load. The firewall rules allow the traffic from and to
the application servers on port 80 and port 443, as well as the traffic from and to the VPN server on port 500 and port 4500. The
orchestration server has a script that installs and configures the application servers in the cloud provider, using the DHCP server to
assign IP addresses.
Part 2:
The correct options to provide adequate configuration for hybrid cloud architecture are:
Update the PSK in Router 2.
Change the address space on Router 2.
These options will fix the IPSec tunnel configuration and allow the traffic to flow between the on-premises datacenter and the cloud
provider. The PSK should match the one on Router 1, which is "0987654321". The address space should also match the one on
Router 1, which is 192.168.0.0/16.

NEW QUESTION # 168 
A cloud server needs to automatically allocate more resources during sudden peak times. This allocation does not need to occur in
regular intervals. Which of the following scaling approaches should be used?

A. Scheduled
B. Trending
C. Event
D. Manual

Answer: C

Explanation:
Event-based scaling is designed to allocate more resources automatically in response to specific events, such as sudden peak times
that are not regular or predictable. This type of scaling ensures that resources are available when needed without the need to
schedule them in advance or adjust them manually.

NEW QUESTION # 169
......
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