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CompTIA Server+ Certification Exam Sample Questions (Q22-Q27):
NEW QUESTION # 22 
Which of the following can be BEST described as the amount of time a company can afford to be down during recovery from an
outage?

A. RTO
B. MTBF
C. SLA
D. MTTR

Answer: A

Explanation:
Reference:
https://whatis.techtarget.com/definition/recovery-time-objective-RTO

NEW QUESTION # 23 
An administrator is configuring a host-based firewall tor a server. The server needs to allow SSH, FTP, and LDAP traffic. Which of
the following ports must be configured so this traffic will be allowed? (Select THREE).

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5
G. 6
H. 7

Answer: B,E,H

Explanation:
Explanation
These are the port numbers that must be configured on a host-based firewall for a server that needs to allow SSH, FTP, and LDAP
traffic. A port number is a numerical identifier that specifies a communication endpoint for a network protocol or an application. A
host-based firewall is a software tool that monitors and controls incoming and outgoing network traffic on a single host based on
predefined rules. SSH (Secure Shell) is a protocol that allows secure remote access and file transfer over an encrypted connection.
The default port number for SSH is 22. FTP (File Transfer Protocol) is a protocol that allows transferring files between hosts over a
network connection. The default port number for FTP is 21. LDAP (Lightweight Directory Access Protocol) is a protocol that
allows accessing and managing directory services over a network connection. The default port number for LDAP is 389.
References:
https://www.howtogeek.com/190014/virtualization-basics-understanding-techniques-and-fundamentals/
https://www.howtogeek.com/220152/what-is-the-difference-between-127.0.0.1-and-0.0.0.0/
https://www.howtogeek.com/428483/what-is-end-to-end-encryption-and-why-does-it-matter/

NEW QUESTION # 24 
A human resources analyst is attempting to email the records for new employees to an outside payroll company. Each time the
analyst sends an email containing employee records, the email is rejected with an error message. Other emails outside the company
are sent correctly. Which of the following is MOST likely generating the error?

A. Firewall rules
B. Intrusion detection system
C. DLP software
D. DHCP configuration

Answer: C

Explanation:



DLP (Data Loss Prevention) software is a type of security software that monitors and controls the transfer of sensitive or confidential
data outside the organization. DLP software can prevent data breaches, data leaks, or data theft by blocking, encrypting, or alerting
on unauthorized data transfers. DLP software can be applied to various channels, such as email, web, cloud, or removable devices.
In this scenario, the human resources analyst is attempting to email the records for new employees to an outside payroll company.
The records for new employees may contain sensitive or confidential data, such as personal information, tax information, or bank
account information. The DLP software may detect this data and block the email from being sent outside the company, as it may
violate the company's data protection policy or regulations. The DLP software may also generate an error message to inform the
analyst of the reason for the rejection.

NEW QUESTION # 25 
Which of the following documents would explain the consequences of server downtime?

A. Service-level agreement
B. Business continuity plan
C. Disaster recovery plan
D. Business impact analysis

Answer: D

Explanation:
A business impact analysis (BIA) is a document that outlines the potential effects of downtime on business operations. It identifies
critical business functions and estimates the impact of disruption on the organization's ability to function.
* Business impact analysis (Answer D): This document is specifically designed to assess the consequences of downtime and other
disruptions.
* Service-level agreement (Option A): Defines the expected level of service between a provider and a client but doesn't directly
explain downtime consequences.
* Business continuity plan (Option B): Outlines how the business will continue operating during a disruption but doesn't focus solely
on the consequences of downtime.
* Disaster recovery plan (Option C): Focuses on restoring systems after a disaster but doesn't outline the specific impact of
downtime.
CompTIA Server+ Reference:This topic relates to SK0-005 Objective 4.1: Explain disaster recovery concepts.

NEW QUESTION # 26 
A server shut down after an extended power outage. When power was restored, the system failed to start. A few seconds into
booting, the Num Lock, Scroll Lock, and Caps Lock LEDs flashed several times, and the system stopped. Which of the following is
the MOST likely cause of the issue?

A. The system failed before the display card initialized.
B. The keyboard is defective and needs to be replaced.
C. The NIC has failed, and the system cannot make a network connection.
D. The power supply is faulty and is shutting down the system.

Answer: A

Explanation:
This is the most likely cause of the issue because the keyboard LED flash indicates a POST error code. If the display card is not
initialized, the system cannot show any error messages on the screen and will stop booting. References:
https://www.computerhope.com/beep.htm#04

NEW QUESTION # 27
......
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