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Questions (Q96-Q101):
NEW QUESTION # 96 
An analyst is investigating an anomalous event reported by the SOC. After reviewing the system logs, the analyst identifies an
unexpected addition of a user with root-level privileges on the endpoint. Which of the following data sources will BEST help the
analyst to determine whether this event constitutes an incident?

A. Patching logs
B. Change requests
C. Backup logs
D. Data classification matrix
E. Threat feed

Answer: D

NEW QUESTION # 97 
An analyst wants to identify hosts that are connecting to the external FTP servers and what, if any, passwords are being used. Which
of the following commands should the analyst use?

A. tcpdump -X dst port 21
B. nmap -o ftp.server -p 21
C. ftp ftp.server -p 21
D. telnet ftp.server 21

Answer: A

NEW QUESTION # 98 
The security team for a large, international organization is developing a vulnerability management program. The development staff has
expressed concern that the new program will cause service interruptions and downtime as vulnerabilities are remedied.
Which of the following should the security team implement FIRST as a core component of the remediation process to address this
concern?

A. Automated patch management
B. Change control procedures
C. Security regression testing
D. Isolation of vulnerable servers

Answer: C

NEW QUESTION # 99 
A security analyst receives an alert from the SIEM about a possible attack happening on the network The analyst opens the alert and
sees the IP address of the suspected server as 192.168.54.66. which is part of the network 192 168 54 0/24. The analyst then pulls
all the command history logs from that server and sees the following

Which of the following activities is MOST likely happening on the server?

A. A MITM attack
B. Enumeration
C. Fuzzing
D. A vulnerability scan

Answer: A



NEW QUESTION # 100 
A malicious hacker wants to gather guest credentials on a hotel 802.11 network. Which of the following tools is the malicious hacker
going to use to gain access to information found on the hotel network?

A. Nessus
B. Nikto
C. tcpdump
D. Aircrak-ng

Answer: D

NEW QUESTION # 101
......
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