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NEW QUESTION # 47 
You are concerned with management overhead in your WLAN. When evaluating the network, you note that each dual-band AP
provides for 4 SSIDs in each band with three secure SSIDs and one Open System SSID.
The network runs only 802.11ac APs and uses 20 MHz channels in 2.4 GHz and 400 MHz channels in 5 GHz.
What can you do to reduce the impact of beacon frames on CCI and channel utilization?

A. Use only 40 MHz channels
B. Increase the beacon interval
C. Use the same security across all SSIDs
D. Disable SSID broadcasting

Answer: D

NEW QUESTION # 48 
You are analyzing a problem with a specific client adapter. The vendor specifications sheet does not provide detailed information.
What tool can you use to provide the most detailed specification information in many such cases?

A. Spectrum analyzer
B. FCC ID Search
C. Wi-Fi finder
D. WLAN controller

Answer: B

NEW QUESTION # 49 
iPerf is a tool used in what category of testing?

A. Connection
B. Name resolution
C. Configuration
D. Throughput

Answer: D

NEW QUESTION # 50 
You have implemented centralized, infrastructure-based spectrum analysis. The Aps are configured to perform spectrum analysis in
an ad-hoc manner and will go offline as Aps to perform this duty when needed.
What unique method of spectrum analysis monitoring is provided by this solution that is not typically available in a laptop-based
analyzer?

A. Web-based viewing
B. Band selection
C. RBW adjustments
D. Real-time FFT

Answer: C

NEW QUESTION # 51 
Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer
software. When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption
to be possible?

A. Reassociation
B. Authentication
C. Probe Response
D. 4-Way Handshake



Answer: D

Explanation:
The 4-way handshake is the process that establishes the pairwise transient key (PTK) between the client and the AP in WPA2-
PSK. The PTK is derived from the PSK, the SSID, and some random numbers exchanged in the handshake frames. The PTK is
used to encrypt and decrypt the data frames between the client and the AP. Therefore, in order to decrypt WPA2-PSK data
packets, a protocol analyzer needs to capture the 4-way handshake frames and have the PSK and SSID configured in the analyzer
software12 References:
* CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 87
* CWAP-405Objectives, Section 3.5: Analyze security exchanges

NEW QUESTION # 52
......

As we all know, HR form many companies hold the view that candidates who own a CWAP-405 professional certification are
preferred, because they are more likely to solve potential problems during work. And the CWAP-405 certification vividly
demonstrates the fact that they are better learners. As for candidates who possessed with a CWAP-405 professional certification
are more competitive. The current word is a stage of science and technology, social media and social networking has already
become a popular means of CWAP-405 Exam Materials. As a result, more and more people study or prepare for exam through
social networking. By this way, our CWAP-405 learning guide can be your best learn partner.
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