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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q85-
Q90):
NEW QUESTION # 85 
Return Loss is the decrease of forward energy in a system when some of the power is being reflected back toward the transmitter.
What will cause high return loss in an RF transmission system, including the radio, cables, connectors and antenna?

A. High output power at the transmitter and use of a low-gain antenna
B. A significant impedance mismatch between components in the RF system
C. A Voltage Standing Wave Ratio (VSWR) of 1:1
D. The use of 50 ohm cables longer than one meter in the RF system

Answer: B

Explanation:
Return loss is a measure of how well the components of an RF system are matched in terms of their impedance. Impedance is the
opposition to the flow of alternating current in a circuit, and it depends on the frequency, resistance, capacitance, and inductance of
the components. When the impedance of the source, the transmission line, and the load are not equal, some of the power is reflected
back to the source, causing a loss of forward power. This loss is expressed in decibels (dB) as return loss. The higher the return
loss, the lower the reflection and the better the impedance matching. Conversely, the lower the return loss, the higher the reflection
and the worse the impedance matching.
VSWR (Voltage Standing Wave Ratio) is another way of expressing the same concept. It is the ratio of the maximum voltage to the
minimum voltage along a transmission line due to the interference of the incident and reflected waves. A VSWR of 1:1 means that
there is no reflection and perfect impedance matching. A VSWR higher than 1:1 means that there is some reflection and impedance
mismatch. The higher the VSWR, the higher the reflection and the lower the return loss.
Therefore, a significant impedance mismatch between components in an RF system will cause high reflection, high VSWR, and low
return loss.

NEW QUESTION # 86 
When considering data rates available in HT and VHT PHY devices, in addition to the modulation, coding, channel width, and
spatial streams, what impacts the data rate according to the MCS tables?

A. guard interval
B. Frequency band in use
C. client drivers
D. Antenna Height

Answer: A

Explanation:
The guard interval is a short period of time inserted between the symbols of an OFDM signal to prevent inter-symbol interference
and improve the robustness of the transmission1. The guard interval can have different values depending on the 802.11 standard and
the configuration of the device. For example, 802.11n supports two guard intervals: 800 ns (normal) and 400 ns (short)2. 802.11ac
supports the same guard intervals as 802.11n, plus an optional 200 ns guard interval for 80 MHz and 160 MHz channels3.
802.11ax supports three guard intervals: 800 ns, 1600 ns, and 3200 ns4.
The guard interval affects the data rate because it determines the duration of each symbol. A shorter guard interval means more
symbols can be transmitted in a given time, resulting in a higher data rate. However, a shorter guard interval also means less
protection against inter-symbol interference, which may degrade the signal quality and increase the error rate. Therefore, there is a
trade-off between data rate and reliability when choosing the guard interval.
The MCS tables for HT and VHT PHY devices show the data rates for different combinations of modulation, coding, channel
width, spatial streams, and guard intervals. For example, for a VHT device using MCS 9 with QAM-256 modulation, 5/6 coding
rate, 80 MHz channel width, and one spatial stream, the data rate is 433.3 Mbps with a normal guard interval (800 ns) and 486.7
Mbps with a short guard interval (400 ns)2. Therefore, the guard interval impacts the data rate according to the MCS tables.

NEW QUESTION # 87 
As an RF wave propagates through space, the wave front experiences natural expansion that reduces its signal strength in an area.
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What describes the rate at which this expansion happens?

A. Ohm's law
B. Fresnel zone thinning
C. MU-MIMO
D. Inverse square law

Answer: D

Explanation:
The inverse square law states that the signal strength of an RF wave is inversely proportional to the square of the distance from the
source. This means that as the distance from the transmitter increases, the signal strength decreases rapidly.
References: Wireless Network Administrator Official Study Guide, Chapter 3, page 64.

NEW QUESTION # 88 
When an ACK frame is not received by the transmitting STA, what is assumed?

A. The frame was not delivered and must be retransmitted
B. The receiver is offline
C. The frame was correctly delivered
D. The receiver processed the frame, but did not respond with an ACK frame because 802.11w is enabled

Answer: A

Explanation:
An ACK (Acknowledgement) frame is a short control frame that is sent by the receiver of a data or management frame to confirm
that the frame was received correctly. The ACK frame is sent after a SIFS (Short Interframe Space) interval, which is the shortest
time gap between frames in 802.11. If the transmitter does not receive an ACK frame within a specified time, it assumes that the
frame was not delivered and must be retransmitted. This is part of the 802.11 reliability mechanism that ensures reliable data delivery
over an unreliable wireless medium . References: [CWNA-109 Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 209;
[CWNA-109Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 203.

NEW QUESTION # 89 
In which plane of the three networking planes is an access point configured by a WLAN controller?

A. Management
B. Security
C. Data
D. Control

Answer: A

Explanation:
An access point is configured by a WLAN controller in the management plane of the three networking planes.
The management plane is responsible for the configuration, administration, and monitoring of network devices, such as access points,
switches, routers, and controllers. The WLAN controller communicates with the access point using a management protocol, such as
CAPWAP or SNMP, to send configuration commands and receive status information. The control plane is responsible for the
routing, switching, and forwarding of network traffic, such as data frames and control frames. The WLAN controller may also
participate in the control plane by performing functions such as authentication, encryption, roaming, and load balancing. The security
plane is responsible for the protection of network devices and data from unauthorized access, modification, or disclosure. The
WLAN controller may also participate in the security plane by implementing features such as firewall, VPN, IDS/IPS, and WIPS.
The data plane is responsible for the transmission and reception of user data, such as voice, video, or web traffic. The WLAN
controller may or may not participate in the data plane depending on the architecture of the WLAN. In some cases, the access point
forwards the user data directly to the wired network without involving the WLAN controller (distributed data forwarding).
In other cases, the access point tunnels the user data to the WLAN controller before forwarding it to the wired network (centralized
data forwarding). References: CWNA-109 Study Guide, Chapter 9: Wireless LAN Architecture, page 279

NEW QUESTION # 90
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