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¢ SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 1 o o - S .
opie routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
Topic 2 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
Topic 3 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q51-Q56):

NEW QUESTION # 51
Exhibit.

SD-WAN rules status and configuration

Refer to the exhibit, which shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make HUB1-VPN3 the new preferred member?

A. When HUB1-VPN3 has 4% packet loss

B. When all three members have the same packet loss
C. When HUB1-VPNI1 has 4% packet loss

D. When HUBI-VPN1 has 12% packet loss

Answer: B

NEW QUESTION # 52
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. A template group can include a system template and an SD-WAN tenplate.
B. A CLI template can be of type CLI script or Perl script.

C. Each tenplate group can contain up to three IPsec tunnel templates.

D. CLI templates are applied in order, fiom top to bottom

E. A CLI template group can contain CLI templates of both types.

Answer: A,D,E



Explanation:

The provisioning templates in FortiManager are designed for flexible, scalable configuration of large SD- WAN deployments. The
official documentation explains:

"Template groups can consist of both system and SD-WAN templates, providing a way to apply consistent settings across muitiple
devices. CLI templates are evaluated and executed in order from top to bottom within the template group, which is crucial for
managing dependencies. Furthermore, CLI template groups can contain both regular CLI templates and advanced (Perl-script-
based) templates, allowing complex or conditional configuration logic." This modular design streamlines large deployments by
separating system, SD-WAN, and CLI logic into reusable building blocks.

References:

[FCSS SDW_AR-7.4 1-0.docx Q17]

FortiManager Administration Guide 7.4, "Template Groups and CLI Template Processing”

NEW QUESTION # 53
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate ignores the static routes defined through members referenced in the zone.
B. FortiGate routes the traffic through the best performing member of the zone.

C. FortiGate installs a static route for each member in the zone.

D. FoftiGate installs ECMP static routes for the first two members of the zone.

Answer: C

NEW QUESTION # 54
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate ignores the static routes defined through members referenced in the zone.
B. FortiGate routes the traffic through the best performing member of the zone.

C. FortiGate installs a static route for each member in the zone.

D. FoftiGate installs ECMP static routes for the first two members of the zone.

Answer: C

Explanation:
When you reference a zone in a static route, FortiGate automatically installs a separate static route for each interface (member) in
that zone.

NEW QUESTION # 55
Refer to the exhibits.



Global System configuration

Interface port2 configuration
conflg system interface

L1 I W _n L]

mode dhcp

set type physical
et snmp-1index 2

Routing Table on FortiGate

OSPF external type 1, - OSPF external type
i - IS$-I8, L1 - IS-1IS5 level-l1l, L2 - I3-1IS5 level-2, ia - IS-1IS inter area

candidate default

branchl fgt # get roufer UNT routing-table all

Codes: K - kernel "€ -Yconnected, 5 - stati R - RIP, B = BGP
o CSPF, WA ¥ OSPF inter area
N1 OSPF NSSA external type 1, N2 OSPF N3SA external type
El E2 v,

Routing table f-..-: rr v

s*

ort2,

F"“‘ ATINET”

The exhlblts show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.

The admmistrator increases the member priority on port2 to 20.

Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions
established over port2? (Choose two.)

—

A. FortiGate continues routing all existing sessions over port2.

B. FortiGate flags the sessions as dirty.

C. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

¢ D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

¢ E. FortiGate routes only new sessions over port2.

Answer: B,.D

Explanation:

‘When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing sessions and applies "dirty" flags
where applicable. The SD-WAN session management mechanism is described in detail:

"Upon a change in SD-WAN member priority, all existing sessions using that member are marked as dirty.

For SNAT sessions, the gateway information is updated to ensure future packets are routed through the newly preferred member, in
this case, portl. This automatic re-evaluation allows SD-WAN to dynamically respond to topology or priority changes, maintaining
optimal routing," This is fmdamental to seamless failover and session persistence in Fortinet SD-WAN, ensuring active flows are
redirected based on updated priorities or health status.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q13]

FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI Reference: diagnose sys session
list

NEW QUESTION # 56
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