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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q20-Q25):

NEW QUESTION # 20
Refer to the exhibit.
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Which statement is true about application control inspection?

A. Security actions cannot be applied on the lowest level of the hierarchy.

B. The industrial application control inspection process is unique among application categories.
C. You can control security actions only on the parent-level application signature

D. The parent signature takes precedence over the child application signature.

Answer: C

NEW QUESTION # 21
Refer to the exhibit.

Active Rules « Windows Installed Pat

Back Export M

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File

SJ-QA-AIOS-JunOffice  Cisco 10S 1760 i o

572033
SJ-Main-Cat6500 WS-CE509 advipservicesk9_wan- 1

mz. 122-33.5X11 bin

ph-network-3560_1 Cisco WS.C3I560G-48PS.S c3560-advipservicesk9d- 4
mz.122.25 SEE4 bin

An OT admunistrator ran a report to identify device inventory in an OT network.
Based on the report results, which report was run?

A. A FortiAnalyzer device report
B. A FortiSIEM analytics report
C. A FortiSIEM incident report
D. A FortiSIEM CMDB report

Answer: D

NEW QUESTION # 22
Refer to the exhibit.
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Based on the topology designed by the OT architect, which two statements about implementing OT security are true? (Choose two.)

e A FortiGate-3 and FortiGate-4 devices must be in a transparent mode.

¢ B. IT and OT networks are separated by segmentation.

¢ C. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

¢ D. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.

Answer: B,C

NEW QUESTION # 23
How can you achieve remote access and internet availability in an OT network?

A. Create a back-end backup network as a redundancy measure.
B. Implement SD-WAN to manage traffic on each ISP link.

C. Add additional internal firewalls to access OT devices.

D. Create more access policies to prevent unauthorized access.

Answer: B

NEW QUESTION # 24
‘Which three Fortinet products can you use for device identification in an OT industrial control system (ICS)?
(Choose three.)

A. FortiNAC
B. FortiSIEM
C. FortiGate

D. FortiAnalyzer
E. FortiManager



Answer: A,B,C

NEW QUESTION # 25
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