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Questions (Q47-Q52):

NEW QUESTION # 47

Which of the following methods are effective for bypassing network segmentation in enterprise environments?
(Choose Two)

Response:

A. Route injection attacks
B. SSI/TLS stripping

C. DNS cache poisoning
D. VLAN hopping
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Answer: A,D

NEW QUESTION # 48
In the context of a stack overflow, what does the term "NOP sled" refer to?
Response:

A. A method for encrypting payload
B. A series of no-operation instructions preceding shellcode

C. A type of error handling code
D. A debugging tool to track stack usage

Answer: B

NEW QUESTION # 49

During a penetration test, you want to exploit a network vulnerability to intercept and modify client traffic. Which method would you
use?

Response:

A. Performa buffer overflow attack on the router

B. Use ARP poisoning to redirect traffic through your machine
C. Attempt a brute-force attack on the SSH service

D. Execute a cross-site request forgery (CSRF) attack

Answer: B

NEW QUESTION # 50

When attenpting to exploit restricted Windows or Linux environments, what is a common technique used to gain elevated
privileges?

Response:

A. Exploiting service misconfigurations
B. Phishing

C. SQL jection

D. Buffer overflow

Answer: A

NEW QUESTION # 51
When using the Sulley framework for fuzzing, what is an effective strategy to improve code coverage?
Response:

A. Using more precise and context-aware test cases
B. Decreasing the duration of each test case

C. Focusing testing on stable software components
D. Increasing the payload size indiscriminately

Answer: A

NEW QUESTION # 52
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