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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1 Central management: The topic of Central management covers implementing central management.

Topic 2
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

Topic 3
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.

Topic 4
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Topic 5
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.
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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q58-Q63):
NEW QUESTION # 58 
Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP configuration.
Network diagram

Partial BGP configuration

Which two parameters should you configure in config neighbor-range? (Choose two.)

A. set prefix 10.1.0 255.255.254.0
B. set route-reflector-client enable



C. set prefix 172.16.1.0 255.255.255.0
D. set neighbor-group advpn

Answer: C,D

Explanation:
In the ADVPN configuration for BGP, you should specify the prefix that the neighbors can advertise. Option A is correct as you
would configure the BGP network prefix that should be advertised to the neighbors, which matches the BGP network in the
diagram. Option C is also correct since you should reference the neighbor group configured for the ADVPN setup within the BGP
configuration.
https://docs.fortinet.com/document/fortigate/6.4.4/cli-reference/557620/config-router-bgp

NEW QUESTION # 59 
Refer to the exhibit, which shows an ADVPN network.

The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
Which first message does the hub send to Spoke-1 to bring up the dynamic tunnel?

A. Shortcut offer
B. Shortcut reply
C. Shortcut forward
D. Shortcut query

Answer: A

Explanation:
The first message that the hub sends to Spoke-1 to bring up the dynamic tunnel is a shortcut offer. This is a BGP message that
contains the NHRP information of the destination spoke (Spoke-2) and offers to create a shortcut tunnel between the two spokes.
The shortcut offer is sent after the hub receives a BGP update from Spoke-2 with the destination prefix and the NHRP information.

NEW QUESTION # 60 
Refer to the exhibit which shows config system central-management information.



Which setting must you configure for the web filtering feature to function?

A. Configure securewf.fortiguard.net on the default servers
B. Add server.fortiguard.net to the Server list
C. Configure server-type with the rating option
D. Set update-server-location to automatic

Answer: C

Explanation:
For the web filtering feature to function effectively, the FortiGate device needs to have a server configured for rating services. The
rating option in the server-type setting specifies that the server is used for URL rating lookup, which is essential for web filtering. The
displayed configuration does not list any FortiGuard web filtering servers, which would be necessary for web filtering. The setting set
include-default-servers disable indicates that the default FortiGuard servers are not being used, and hence, a specific server for web
filtering (like securewf.fortiguard.net) needs to be configured.

NEW QUESTION # 61 
You created a VPN community using VPN Manager on FortiManager. You also added gateways to the VPN community. Now
you are trying to create firewall policies to permit traffic over the tunnel; however, the VPN interfaces do not appear as available
options.
What step must you take to resolve this issue?

A. Install the VPN community and gateway configuration on the FortiGate devices so that the VPN interfaces appear on the
Policy Objects on FortiManager.
B. Configure the phase 1 settings in the VPN community that you didn't initially configure. FortiGate automatically generates
the interfaces after you configure the required settings.
C. Create interface mappings for the IPsec VPN interfaces before you use them in a policy.
D. Refresh the device status using the Device Manager so that FortiGate populates the IPSec interfaces.

Answer: A

Explanation:
To use the VPN interfaces in a policy, you need to install the VPN community and gateway configuration on the FortiGate devices
first. This will create the VPN interfaces on the FortiGate and sync them with FortiManager.

NEW QUESTION # 62 
Exhibit.



Refer to the exhibit, which contains a partial VPN configuration.
What can you conclude from this configuration1?

A. Dead peer detection s disabled.
B. The routing table shows a single IPSec virtual interface.
C. FortiGate creates separate virtual interfaces for each dial up client.
D. The VPN should use the dynamic routing protocol to exchange routing information Through the tunnels.

Answer: B

Explanation:
The configuration line "set dpd on-idle" indicates that dead peer detection (DPD) is set to trigger only when the tunnel is idle, not
actively disabled1. References: FortiGate IPSec VPN User Guide - Fortinet Document Library From the given VPN configuration,
dead peer detection (DPD) is set to 'on-idle', indicating that DPD is enabled and will be used to detect if the other end of the VPN
tunnel is still alive when no traffic is detected.
Hence, option C is incorrect. The configuration shows the tunnel set to type 'dynamic', which does not create separate virtual
interfaces for each dial-up client (A), and it is not specified that dynamic routing will be used (B). Since this is a phase 1 configuration
snippet, the routing table aspect (D) cannot be concluded from this alone.

NEW QUESTION # 63
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