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With our motto "Sincerity and Quality", we will try our best to provide the big-league SC-401 exam questions for our valued
customers like you. Our company enphasizes the interaction with customers on our SC-401 Study Guide. We not only attach great
importance to the quality of Administering Information Security in Microsoft 365 exam, but also take the construction of a better
after-sale service on our SC-401 learning materials into account.

Microsoft SC-401 Exam Syllabus Topics:

Topic Details

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security

Topic 1 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 2

¢ Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on

. designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
Topic 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Topic 4 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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Our Microsoft SC-401 exam questions are created and curated by industry specialists. Experts at VCEPrep strive to provide
applicants with valid and updated Microsoft SC-401 exam questions to prepare from, as well as increased learning experiences. We
are confident in the quality of the Microsoft SC-401 preparational material we provide and back it up with a money-back guarantee.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q79-Q84):

NEW QUESTION # 79

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
Teview screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You create a data loss prevention (DLP) policy that has only the Exchange email location selected.

Does this meet the goal?

e A No
e B. Yes

Answer: B

Explanation:

To ensure Azure Storage Account keys are encrypted when sent via email, you need a Data Loss Prevention (DLP) policy that
detects Azure Storage Account keys using a sensitive information type and automatically encrypts emails containing these keys.

A DLP policy with Exchange emnil as the only location meets this requirement because it identifies sensitive data in email messages
and it applies protection actions, such as encryption, blocking, or alerts.

NEW QUESTION # 80
HOTSPOT
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Name Role group
Admin1 | Insider Risk Management Admins

Admin2 | Insider Risk-Management Analysts

Admin3 Ry;_‘ Management Investigators
Admind | Insider Risk '3 fhdgenaesd Auditors

You plan to create a Microsoft Purview insider risk management case named Casel.

Which insider risk management object should you select first, and which users will be added as contributors for Casel by default?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

\nNSWer @&fea

Jbject v
An alert
A policy
A risky user

A notice template
Farensic evidence

Adminl and Admin2 only

Admin2 and Admin3 enly

Admin3 and Admin4 only

Admin2, Admin3, and Admind only
Adminl, AdminZ, Admin3, and Admind
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1A rislcy user |

Users. sre v‘he

b
Admin1 and Admin2 only
Admin2 and Admin3 only
Admin3 and Admin4 only
Admin2, Admin3, and Admind only _ _
"Admint, Admin2, Admin3, and Admind I |
Explanation:
Answer Ares B Microsoft
Object v
An alert
A policy

A notice template
Forensic evi

Users: y c

Admin1 and Admin2 only
Admin2 and Admin3 only
Admin3 and Admin4 only
Admin2, Admin3, and Admin4 only

Box 1: When creating a Microsoft Purview Insider Risk Management case, you must first select a risky user to investigate. The case
will be built around this specific user's activities, linking alerts and risk signals to the investigation.

Box 2: The Insider Risk Management role groups determine who can access and contribute to cases:

# Adminl (Insider Risk Management Admins) # Full admin access.




# Admin2 (Insider Risk Management Analysts) # Analysts who review cases.

# Admin3 (Risk Management Investigators) # Investigators who work on cases.

# Admind (Insider Risk Management Auditors) # Auditors who oversee cases.

All these roles have default access to insider risk cases in Microsoft Purview, so all four admins are added as contributors.

NEW QUESTION # 81
You have a Microsoft 36S subscription that contains the users shown i the following table.

e <7050 Emaladdress . [ .}~ = Distribution

Userl user | @contoso.com Finance
User2 user @contose.¢oim Sales
You create the data loss prevention (DLP) policies shown in the following table.
Name | Order |  Apply policy to Conditions Actions
Content shared with people outside my atch for this
Encrypt t
Policy? ° Exchange email for the organization. £" theh: ’“9“59:‘:'1 r4@ fabrikam com an Incident report to rule, stop processing
~, Finance distribution group | Content contains five or more credit card M- the administrator. additional DLP policies
numbers e v B and rules.
encrypt
Content shared with people outside t inWicrosoft 365
All locations of Exchange | organization. Send an incident report to
Policy2 1 atons. None £ None
email Content contains five coagit Block d the administrator.
e lock only people outside
r organization.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Anceeer Area
Statements Yes Mo
i User1 sends an #mail message that contains five it ca m
userdi@fabnkam com, the mmu\rqn
If User? send recit ram numbers 1o
eﬂcrvpled and delivered

I User2 n edit cand numbers 1o
ouh-ii(:‘l.-rr- oo 1 SD and delivered

Answer:

Explanation:

= Microsnft

if User? sends an email message that contains frve aneclit cafll nam B 1o
userd @fabrikam com. the message will be sageiled

Statements

I User? sends an email messagef Mo contMnsffe'Bredit card numbers to
orders@adatum com, thilf Mgsdige Willlbe encrypted and delivered,

if User? sapds@n @mail Méitagethat contains five credit card numbers 1o
ordersi@ad S cofY. the message will be encrypted and delivered.

Explanation:

Statements

If User1 sends an email message that contains crrdn@Qn to

userd @ fabrikam.com, the message will

If User1 sends an email messag f credit card numbers to
orders@adatum.com t be encrypted and delivered.

If User2 e gisadn that @ontains five credit car mbers to
orders@ Badt the mosshia .;lg€

NEW QUESTION # 82

You have a Microsoft 36S ES subscription.

You plan to use the Microsoft Purview portal to map human resources (HR) data for use with insider risk management policies.
Youneed to add a data connector to import the HR data.

‘What should you do first and in which format should you import the data? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.



¥ Micresoft -

Configure the Insider risk management settings.

| Create a new import job ingthie.Ofta lifecycle management sattings
Create a subject righits Tequest

Register a8 in Migfosoft Entra ID

Answer:
Explanation:

Angwer Area

1] Comikgurs the Insiér sk management settings.
Create a new impart job in the Data'ifecycle management settings
Create & subject nghtsmequest
R.egrmvr andigp in Hu_asolt Entra 1D
IMPOMRL— — iy 1
Mesv
} ::L-.'.::-
XML

00s

First:  Configure the Insider risk mwmﬂisz :

imponem. B N

BB\ licrosoft

NEW QUESTION # 83

You have a Microsoft 365 tenant

Youneed to create a new sensitive into type for iterns that contain the following;

* An employee ID nurmber that consists of the hire date of the employee followed by a three digit number

* The words "Employee", "ID", or "Identification” within 300 characters of the employee ID number What should you use for the
primary and secondary elements? To answer, select the appropriate options m the answer area NOTE: Each correct selection is

v'.wvomrt‘tm:r ogeugoint
pM Tal oft .
00 A keyword list

A regular expression

e®. ... :
Q" =

q o A keyword list

Answer:



Explanation:

FuNnchigRs

LAk eyword list

| A keyword list_ |

A regular expression

Explanation:
Answer Area
Primarcy element A regular expression b
Secditian, elgment. A keyword list o
NEW QUESTION # 84

Add VCEPrep's products to cart now! You will have 100% confidence to participate in the exam and disposably pass Microsoft
Certification SC-401 Exam. At last, you will not regret your choice.
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