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Veeam VMCE_v12 Exam Syllabus Topics:

Topic Details

Topic 1
Backup data optimizations: This section covers the need for object storage to be backed up and the
supported object storage solutions while utilizing repositories.

Topic 2
Verifying recoverability: This section of the exam covers the creation of automated tests to ensure
recoverability from backups and replicas.

Topic 3
Incident Response Planning: This section of the exam covers integrating Veeam Backup and Replication
into the incident response strategy.

Topic 4
Transport modes: This section aims to analyze different methods to collect and read data from the
production environment.

Topic 5
Veeam Backup Enterprise Manager: The section describes the use cases for Veeam Backup Enterprise
Manager.

Topic 6
Enacting a recovery: This section is about getting practice in recovering various recoveries with diverse
data.

Topic 7 Data protection strategies: This section of the exam covers an overview of data protection strategies.

Topic 8
Unstructured data backup: This section is about highlighting vital features required to protect unstructured
data.

Topic 9
Backup copies: This section ensures the process of recoverability and adheres to the 3-2-1 Rule with
backup copy processes.

Topic 10
Virtual machine backup: This section of the exam covers protecting the VMware and Hyper V to
safeguard VMware that follows SLAs.

Topic 11
Agent backup: This section of the exam covers the identification of protection groups for automating the
installation of Veeam Agents.

Topic 12
Veeam Data Platform: This section deals with the identification and description of the goal of each major
product in the Veeam Data Platform.

Topic 13
Scale-out Backup Repository: This section of the exam covers the description of the architecture,
placement policies, and data tiers.

Topic 14
Replication: This section of the exam covers the description of use cases, architectures, and elements of
replication jobs.

Topic 15 Initial security considerations: This section defines ways and tools to secure the Veeam backup server.

Veeam Certified Engineer v12 Sample Questions (Q153-Q158):
NEW QUESTION # 153 
A company is running nightly backups to satisfy their 24-hour RPO. There are two critical applications that cannot be offline more
than 4 hours with no more than an hour of data loss.
How can this be accomplished?
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A. Backup copy jobs with hourly VM replication
B. Enable Continuous Backup Replication
C. A local SOBR with AWS Object storage
D. Linux hardened repository with immutability

Answer: A

Explanation:
To meet the stringent Recovery Time Objective (RTO) of 4 hours and Recovery Point Objective (RPO) of 1 hour for the two
critical applications, the most suitable approach is to use a combination of backup copy jobs and hourly VM replication, which
corresponds to answer C.
Backup copy jobs can ensure that backups are available offsite for disaster recovery purposes, while VM replication provides the
ability to quickly failover to a replica VM in case of a primary VM failure, thereby minimizing downtime. Veeam's replication
capabilities are designed to create exact copies of VMs at regular intervals, which can then be rapidly activated in case of a failure.
This strategy ensures that the applications can be brought back online within the 4-hour RTO, with data loss not exceeding the 1-
hour RPO, thus meeting the company's stringent data protection requirements for these critical applications.

NEW QUESTION # 154 
Backup jobs are configured to local repositories. Backups must be sent from Site B to the repository on Site A. The connection
between the two sites does not allow a direct backup to complete within the backup window. Which type of job and Veeam
components should be used to provide the necessary protection?

A. A backup copy job and components 6?5?4?3?1?2
B. A backup job and components 5 ? 4 ? 3 ? 2
C. A backup copy job and components 6 ? 4 ? 3 ? 2
D. A backup copy job and components 6 ? 4 ? 2

Answer: C

Explanation:
In a scenario where backups need to be sent from Site B to a repository at Site A and the direct backup cannot complete within the
backup window due to connection limitations, a Backup Copy Job is the most suitable type of job. The Backup Copy Job can
transfer data efficiently and with reduced impact on the production environment. The components involved would be:
6 (Repository at Site B): Where the initial backups are stored. 4 (WAN Accelerator at Site A): To optimize the data transfer over
the WAN. 3 (WAN Accelerator at Site B): To prepare the backup data for transfer. 2 (Repository at Site A): The target repository
for the backup copies. This configuration leverages the WAN Accelerators to reduce the amount of data that needs to travel over
the WAN, thus allowing the backup copy job to complete within the available window.

NEW QUESTION # 155 
A company needs to ensure that, during a disaster, a group of VMs starts in a certain order with time delays between starting each
VM. How can this be accomplished?

A. Create a failover plan.



B. Perform a planned failover.
C. Create a failover template file for the group of VMs.
D. Create a replica chain in the Veeam Backup & Replication console.

Answer: A

Explanation:
To ensure that a group of VMs starts in a specific order with time delays during a disaster scenario, the solution is B: Create a
failover plan. A failover plan in Veeam Backup & Replication is a feature designed to manage the startup sequence of VMs within a
DR site. The failover plan can be customized to specify the order in which VMs should start and to include necessary delays
between the startups of each VM. This is especially useful for multi-tier applications where the order of startup is essential for the
application stack to become fully operational. By using a failover plan, companies can control the recovery process, ensuring that
VMs are brought online in an orderly and coordinated fashion that respects their interdependencies.

NEW QUESTION # 156 
Veeam ONE has been installed and configured. The infrastructure contains five Veeam Backup & Replication servers. The
administrator needs to check the remaining capacity on each of the backup repository servers. Where can they see this information?

A. Under Infrastructure View, look up the Veeam Backup & Replication servers to see the guest disk space.
B. Under Infrastructure View, look up the backup repository servers to see the guest disk space.
C. Under Business View, look up the backup repository servers to see the remaining capacity.
D. Under Data Protection View, look up the backup repository servers to see the remaining capacity

Answer: D

Explanation:
In Veeam ONE, the remaining capacity of each backup repository server can be viewed under the Data Protection View. This
section provides detailed information about the storage utilization and remaining capacity of backup repositories, allowing
administrators to effectively monitor and manage storage resources.

NEW QUESTION # 157 
Which of the following statements regarding bottleneck statistics is true?

A. The bottleneck statistics are only displayed when you have a problem in your backup infrastructure.
B. Bottleneck statistics can show the following states: Source/Proxy/Network/Source WAN Accelerator/Target WAN
Accelerator/Target/None
C. The percentages displayed will always add up to 100% in total.
D. Bottleneck statistics can show the following states: Source/Ptoxy/Network/Source WAN Accelerator/Target WAN
Accelerator/Target

Answer: C

NEW QUESTION # 158
......
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