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Cloud Security Alliance CCSK (Certificate of Cloud Security Knowledge) Examiis a globally recognized certification that validates
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Cloud Security Alliance Certificate of Cloud Security Knowledge (v4.0) Exam
Sample Questions (Q200-Q205):

NEW QUESTION # 200
Which of'the following describes the cloud security reference architecture?

A.1SO 17789
B.ISO 17788
C. ISO 27001
D. ISO 27032

Answer: B

Explanation:
ISO 17788 has a cloud reference architecture

NEW QUESTION # 201
Which type of security tool is essential for enforcing controls in a cloud environment to protect endpoints?

A. Unified Threat Management (UTM).

B. Endpoint Detection and Response (EDR).
C. Web Application Firewall (WAF).

D. Intrusion Detection System (IDS).

Answer: B

Explanation:

Endpoint Detection and Response (EDR) is a critical security tool for cloud environments that monitors, detects, and responds to
endpoint threats.

Why EDR is Essential for Cloud Security?

* Real-Time Threat Detection & Response

* EDR continuously monitors endpoint activity (e.g., cloud VM, servers, containers).

* Detects anomalous behavior, malware, and unauthorized access attempts.

* Automated Remediation & Forensics

* Uses Machine Learning (ML) & Al to analyze cloud endpoint telemetry.

* Supports automated response actions (isolating infected endpoints, rolling back malicious changes).

* Cloud-Native Security Integration

* Works with Cloud Security Information and Event Management (SIEM) and Security Orchestration, Automation, and Response
(SOAR).

* Enables proactive threat hunting in hybrid and nulti-cloud environments.

* Complements Other Cloud Security Tools

* WAF (Web Application Firewall) protects against web-based attacks (OWASP Top 10) but does not provide endpoint security.
* UTM (Unified Threat Management) is more suited for traditional perimeter security (firewalls, [PS/IDS).

* IDS (Intrusion Detection System) only detects threats, whereas EDR actively responds to them

This aligns with:
* CCSK v5 - Security Guidance v4.0, Domain 7 (Infrastructure Security)
* Cloud Controls Matrix (CCM) - Endpoint Security Controls.
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NEW QUESTION # 202
Why is snapshot management crucial for the virtual machine (VM) lifecycle?

A. Tt provides real-time analytics on VM applications

B. It allows for quick restoration points during updates or changes
C. It enhances VM performance significantly

D. It is used for load balancing VMs

Answer: B

Explanation:
Snapshots serve as recovery points, enabling quick rollback to previous states if issues arise during updates or changes. This is
crucial for VM lifecycle management. Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking]

NEW QUESTION # 203
Which two key capabilities are required for technology to be considered cloud computing?

A. Multi-tenancy and isolation

B. Abstraction and resource pooling
C. Abstraction and orchestration

D. Virtualization and multi-tenancy

Answer: B

Explanation:

The CCSK v5.0 Study Guide defines cloud computing based on the NIST SP 800-145 definition, which outlines five essential
characteristics: on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service. Two key
capabilities that underpin these characteristics areabstractionandresource pooling,

Abstractionrefers to the virtualization layer that hides the underlying physical infrastructure, allowing users to interact with resources
(e.g, compute, storage, networking) without needing to manage the hardware directly.

Resource poolingenables the provider's computing resources to be pooled to serve multiple consumers using a multi-tenant model,
with resources dynamically assigned and reassigned based on demand.

From theCCSK v5.0 Study Guide, Domain 1 (Cloud Computing Concepts and Architectures), Section 1.2:

"Cloud computing relies on abstraction to simplify the user experience and resource pooling to efficiently allocate resources across
multiple tenants. Resource pooling is a defining characteristic, where the provider's computing resources are pooled to serve muiltiple
consurrers, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand."
Option B correctly identifiesabstraction and resource poolingas the two key capabilities.

Option A (Abstraction and orchestration) is incorrect because orchestration, while important for autormation, is not a defining
characteristic of cloud computing,

Option C (Multi-tenancy and isolation) is incorrect because, while multi-tenancy is a feature of resource pooling, isolation is a
security mechanism, not a core capability of cloud computing,

Option D (Virtualization and multi-tenancy) is incorrect because virtualization is a technology that enables abstraction, but muilti-
tenancy alone is not sufficient to define cloud computing,

Reference:

CCSK v5.0 Study Guide, Domain 1, Section 1.2: Cloud Computing Definitions and Characteristics.

NIST SP 800-145: The NIST Definition of Cloud Computing,

NEW QUESTION # 204

CCM: The following list of controls belong to which domain of the CCM?

GRM 06 - Policy GRM 07 - Policy Enforcement GRM 08 - Policy Impact on Risk Assessments GRM 09 - Policy Reviews GRM
10 - Risk Assessments GRM 11 - Risk Management Framework

e A. Governance and Retention Management
¢ B. Governing and Risk Metrics
e (. Governance and Risk Management

Answer: C
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