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These topics include Fortinet Security Fabric, FortiGate, FortiManager, FortiAnalyzer, FortiSwitch, FortiAP, FortiNAC, and
FortiPresence. NSE7 LED-7.0 Exam assesses the candidate's ability to design, configure, and manage secure LAN Edge networks
using the Fortinet Security Fabric.
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About your blurry memorization of the knowledge, our NSE7_LED-7.0 learning materials can help them turn to very clear ones. We
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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q17-Q22):

NEW QUESTION # 17
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown in the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to port] FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

e A. Enable Security Fabric Connection on port3

e B. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users

¢ (. Add RSSO Group to the firewall policy

¢ D. Create a second firewall policy from port3 lo portl and select the target destination subnets

Answer: C

Explanation:

Explanation

According to the exhibit, the firewall policy from port3 to port] has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 18

Refer to the exhibit. By default, FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the
exhibit.

What is the objective of the vci-string setting?



config system dhcp server
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1
set start-ip 169.254.1.2
sel end-ip 169.254.1.254
next
end
set vci-match enable
set vci-string "Fortiswitch" "FortiExtender"
next

gnc ———

e A. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices

e B. To restrict the [P address assignment to devices that have FortiSwitch or FortiExtender as their hostname
e C. To reserve IP addresses for FortiSwitch and FortiExtender devices

e D. To restrict the IP address assignment to FortiSwitch and FortiExtender devices

Answer: D

Explanation:

According to the exhibit, the DHCP server scope for the FortiLink interface has a vci-string setting with the value "Cisco AP
¢2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCl is a text string that uniquely identifies a type of vendor device.

NEW QUESTION # 19
Refer to the exhibits showing AP monitoring information.
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The exhibits show the status of an AP in a sl office building. The building is located at the edge of a campus, and users are
reporting issues with wireless network performance.
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‘Which configuration change would best improve the wireless network performance?

¢ A Enable band steering on the AP.
e B. Disable lower data rates on the 5 GHz interface.
e C. Select an alternative channel for the 5 GHz mterface.
e D. Relocate the AP to be closer to the clients.
Answer: A
NEW QUESTION # 20
Refer to the exhibit.
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Examine the FortiSwitch port configuration and the FortiGate interface configuration shown in the exhibit.
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Based on the configuration shown in the exhibit, which two statements about how port2 handles tagged and untagged traffic are
true? (Choose two.)

A. Port2 assigns ingress untagged traffic to VLAN 10.

B. Port2 accepts ingress tagged traffic for VLAN IDs 4091 and 4093 only.

C. Port2 tags egress traffic for VLAN 10.

D. Port2 accepts ingress untagged traffic for VLAN IDs 10, 4091, and 4093 only.

Answer: AD

NEW QUESTION # 21
Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

A. From an LDAP server using a simple bind operation
B. Froma DHCP server using options 240 and 241

C. Froma DNS server using A or AAAA records

D. Froma TFTP server

Answer: B

Explanation:
FG retrieves the FortiManager IP address or FQDN through DHCP options 240 or 241 respectively.

NEW QUESTION # 22
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