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Snowflake ADA-C01 Exam Syllabus Topics:

Topic Details
¢ Snowflake Security, Role-Based Access Control (RBAC), and User Administration
Topic 1 e Disaster Recovery, Backup, and Data Replication

e Set up and manage network and private connectivity
Topic 2 ¢ Given a scenario, manage Snowflake Time Travel and Fail-safe

¢ Given a scenario, manage databases, tables, and views
Topic 3 ¢ Manage organizations and access control

¢ Qiven a scenario, create and manage access control
Topic 4 ¢ (Given a scenario, implement resource monitors

¢ (iven a scenario, configure access controls
Topic 5 ¢ Set up and manage security administration and authorization

e Manage and implement data sharing
Topic 6 ¢ (Given a set of business requirements, establish access control architecture

¢ Implement and manage data governance in Snowflake
Topic 7 ¢ Data Sharing, Data Exchange, and Snowflake Marketplace

Snowflake SnowPro Advanced Administrator Sample Questions (Q57-Q62):

NEW QUESTION # 57

An Administrator has been asked to support the company's application teamneed to build a loyalty program for its customers. The
customer table contains Personal Identifiable Information (PII), and the application team's role is DEVELOPER.
CREATE TABLE customer_data (

customer_first name string,

customer_last name string,

customer_address string,

customer_email string,

... some other colunms,

)

The application team would like to access the customer data, but the email field must be obfuscated.

How can the Admmnistrator protect the sensitive information, while maintaining the usability of the data?

e A. Use the CURRENT ROLE context function to integrate with a masking policy on the fields that contain sensitive data.

¢ B. Create a view on the customer_data table to eliminate the email column by omitting it from the SELECT clause. Grant the
role DEVELOPER access to the view.

¢ C. Create a separate table for all the non-Pll colunms and grant the role DEVELOPER access to the new table.

e D. Use the CURRENT ROLE and CURRENT USER context fmctions to integrate with a secure view and filter the
sensitive data.

Answer: A

NEW QUESTION # 58
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‘Which masking policy will mask a column whenever it is queried through a view owned by a role named
MASKED VIEW ROLE?

e A create or replace masking policy maskString as (val string) returns string -> case when current_role() in
(MASKED VIEW ROLE) then' *##¥¥¥%%* ! else val end;

¢ B. create or replace masking policy maskString as (val string) returns string -> case when array _contains
(MASKED VIEW ROLE :: variant, parse_json (current_available roles ())) then
13
else val
end;
sk !

e (. create or replace masking policy maskstring as (val string) returns string -> case when is_role_in_session
(MASKED VIEW ROLE) then' ** else val end,;
%k

¢ D. create or replace masking policy maskstring as (val string) returns string -> case when invoker_role() in
(MASKED VIEW ROLE) then else val end;

' osksk

Answer: C

Explanation:

Explanation

A masking policy is a SQL expression that transforms the data in a column based on the role that queries the colunmnl. The
is_role_in_session function returns true if the specified role is in the current session2. Therefore, the masking policy in option A will
mask the colunn data with asterisks whenever 1t is queried through a view owned by the MASKED VIEW ROLES3. The other
options use different finctions that do not check the ownership of the view, but rather the current role, the invoker role, or the
available roles in the sessioré5.

These functions may not return the desired result if the role that owns the view is different from the role that queries the view.

NEW QUESTION # 59
Which Snowflake objects can be managed using SCIM integration? (Select TWO).

A. Shares

B. Roles

C. Warehouses
D. Users

E. Stages

Answer: B,D

Explanation:

Explanation

A SCIM security integration allows the automated management of user identities and groups (i.e. roles) by creating an interface
between Snowflake and a third-party Identity Provider (IdP)1. Snowflake supports SCIM integration with Okta, Azure, and custom
SCIM clients2. SCIM integration does not support managing other Snowflake objects, such as stages, warehouses, or shares3.
Therefore, the answer is B. Users and D. Roles.

NEW QUESTION # 60

DatabaseA has a single schema called Schemal. This schema contains many tables and views. The ANALYST role has privileges
to select fromall objects in DatabaseA. Schermal. The SYSADMIN role clones DatabaseA to DatabaseA clone.

What privileges does the ANALYST role have on tables and views in DatabaseA clone? (Select TWO).

A. USAGE on the database DatabaseA_clone. Schemal

B. SELECT on all tables, and only secure views in DatabaseA_clone. Schemal

C. SELECT on all tables and views in DatabaseA clone. Schenml

D. USAGE on the schema DatabaseA clone

E. SELECT on all tables, and only non-secure views in DatabaseA_clone. Schemal

Answer: C,E



Explanation:

According to the Snowflake documentation, when a database or schema is cloned, the clone inherits all granted privileges on the
clones of all child objects contained in the source object, such as tables and views. However, the clone of the container itself does
not inherit the privileges granted on the source container. Therefore, the ANALYST role will have SELECT privilege on all tables
and views in DatabaseA clone.Schemal, but not USAGE privilege on the database or schema. The type of view (secure or non-
secure) does not affect the cloning of privileges.

NEW QUESTION # 61

A virtual warehouse report_wh is configured with AUTO_RESUME=TRUE and AUTO_SUSPEND=300. A user has been
granted the role accountant.

An application with the accountant role should use this warehouse to run financial reports, and should keep track of compute credits
used by the warehouse.

‘What minimal privileges on the warehouse should be granted to the role to meet the requirements for the application? (Select TWO).

A. MONITOR

B. OWNERSHIP
C. USAGE

D. OPERATE

E. MODIFY

Answer: A,C

Explanation:

Explanation

According to the Snowflake documentation], the MONITOR privilege on a warehouse grants the ability to view the warehouse
usage and performance metrics, such as the number of credits consumed, the average and maximum run time, and the number of
queries executed. The USAGE privilege on a warehouse grants the ability to use the warehouse to execute queries and load data.
Therefore, the minimal privileges on the warehouse that should be granted to the role to meet the requirements for the application are
MONITOR and USAGE. Option A is incorrect because the OPERATE privilege on a warehouse grants the ability to start, stop,
resume, and suspend the warehouse, which is not required for the application. Option B is incorrect because the MODIFY privilege
on a warehouse grants the ability to alter the warehouse properties, such as the size, auto-suspend, and auto-resume settings, which
is not required for the application. Option E is incorrect because the OWNERSHIP privilege on a warehouse grants the ability to
drop the warehouse, grant or revoke privileges on the warehouse, and transfer the ownership to another role, which is not required
for the application.

NEW QUESTION # 62
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