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Topic 2

This section of the exam measures the skills of System Administrators and focuses on resolving problens at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

nstallations, and both device-level and ADOM-Ilevel issues, as well as identify and resolve system
problens effectively.

Topic 3

Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mnitial configuration process and the setup of
administrative domains (ADOMS), ensuring smooth system management.

Topic 4

Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 5

Troubleshooting

Topic 6

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.
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NEW QUESTION # 41

Refer to the exhibit.
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FortiManager script

Create New Script x
0/225

Type CLI Script -
Run script on Device Database -
Validate on change (e ]
Validation device platiorm @) | FortiGate-vM64 -
Script details Search + 3

config router prefix-list

edit public

config rule

edit 1

set prefix p.2.0.0/0

$eT action permit

next

gredit 2

F HTInET set prefix 8.8.8.8/32
= set action deny

1 end

~

[E) Format CLI script | ® Revert All Changes

Advanced Device Filters >

Which two results occur if you run the script using theDevice Databaseoption? (Choose two.)

A. The device Config Status is tagged as Modified.

B. The script history shows the successful installation of the script on the remote FortiGate.

C. The successful execution of a script on the Device Database creates a new revision history.
D. The administrator must install these changes on a managed device using the Install Wizard.

Answer: A,D

Explanation:
Running a script on the Device Database marks the configuration as modified but does not immediately apply changes to the device.
The admmistrator must use the Install Wizard to push and install these changes from the Device Database onto the managed device.

NEW QUESTION # 42
Refer to the exhibit. What will happen if the script is run using the Device Database option?
(Choose two.)



‘ortiManager script

Create New Script
Script Name Routing
Comments
Type CLI Script v
Run script on Device Database W
Script details Search... \* Ql ¢+ | &

| config roliter prefix-list
4l'edit public

3 config rule

! edit 1

5 set prefix ©.0.0.9/0
> set action permit

! next

3 edit 2

! set prefix 8.8.8.8/32
1 set action deny
11 end

F::RTINET

Revert All Changes

Advanced Device Filters >

A. The successful execution of a script on the Device Database will create a new revision history.
B. The script history will show successful installation of the script on the remote FortiGate.

C. You nmust install these changes using the Install Wizard to a managed device.

D. The Device Settings Status will be tagged as Modified.

Answer: C,D

Explanation:

Once scripts are run on the device database, you can then install the changes on a managed device using the installation wizard.
Since the script changed the device settings in FortiManager, the Config Status shows "Modified" and needs to be installed with
Installation Wizard.

NEW QUESTION # 43

Refer to the exhibit. Which two statements about the output are true? (Choose two.)
FortiManager # diagnose dvm device 1 [ =
=== There are currently 1 devices/vdOms mafilgadn= &

- There are currently 1 devices/vdoms count for license ---
TYPE oID SN HA IP INAME ADOM IPs FIRMWARE

fmgfaz-managed 325 FGVMel1eeeeea7 7646 - 18w @y 200 ISFW ADOM2 6.808741 (regular) 7.8 MR4 (24563)

|- STATUS: dev-db: modified;-conf: in sync; cond: pending; dm: retrieved; conn: up
|- wdom:[3]root flags:1 adomiADOM2 pkg: [imported]ISFW

e A. The latest revision history for the managed FortiGate does match the FortiGate running configuration.
¢ B. Configuration changes have been installed on FortiGate, which means the FortiGate configuration has been changed.



¢ (. Configuration changes directly made on FortiGate have been automatically updated to the device-level database.
e D. The latest revision history for the managed FortiGate does not match the device-level database.

Answer: AD

Explanation:

- conf in sync - This is the sync status which shows that the latest revision history is in sync with Fortigate's configuration.

- There is a new modification on FortiManager device level DB (dev-db: modified) which wasn't installed to FortiGate (cond:
pending)

NEW QUESTION # 44

After correcting a policy package configuration issue, you want to prevent administrators from repeating the mistake that caused the
issue.

Which FortiManager approach best meets this need?

A. Restrict administrators with an administration profile from viewing the revision history to limit who can make changes.
B. Enable a workflow requiring approval before installing policy packages on any FortiGate.

C. Configure an TCL script to run locally on FortiManager for each FortiGate.

D. Enable the change note to require administrators to add a note whenever they change object configurations.

Answer: B

Explanation:
Enabling a workflow with approval ensures that any policy package changes must be reviewed and approved before mstallation,
preventing administrators from repeating configuration mistakes and enforcing change control.

NEW QUESTION # 45
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. The shared device settings will be installed automatically.

B. Policy packages will be imported into the new ADOM automatically.

C. The shared policy package will not be moved to the new ADOM automatically.

D. Any unused objects from a previous ADOM are moved to the new ADOM automatically.

Answer: C

Explanation:
When you move devices from one ADOM to another ADOM, shared policy packages and objects do not move to the new
ADOM. You will need to import policy packages from managed devices.

NEW QUESTION # 46
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