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CompTIA Linux+ Certification Exam Sample Questions (Q208-Q213):
NEW QUESTION # 208 
A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to
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clean up the containers in an exited state?

A. docker rm -- all
B. docker images prune *
C. docker rm $ (docker ps -aq)
D. docker rm -- state exited

Answer: C

Explanation:
Explanation
This command will remove all containers, regardless of their state, by passing the IDs of all containers to the docker rm command.
The docker ps -aq command will list the IDs of all containers, including the ones in an exited state, and the $ ( ) syntax will substitute
the output of the command as an argument for the docker rm command. This is a quick and easy way to clean up all containers, but
it may also remove containers that are still needed or running.
References
docker rm | Docker Docs - Docker Documentation, section "Remove all containers" Docker Remove Exited Containers | Easy
methods. - Bobcares, section "For removing all exited containers"

NEW QUESTION # 209 
A DevOps engineer wants to work on a snapshot of the infrastructure as code configuration. Which of the following commands
should the engineer use to accomplish this task?

A. git pull <feature>
B. git tag <feature>
C. git push <feature>
D. git branch <feature>

Answer: B

Explanation:
Creating a snapshot of the current state of the code in Git is best achieved with the git tag <feature> command, which is often used
to mark release points or stable versions in a project. Tags are helpful for referencing points in history without affecting the branch
structure. Unlike branches, which are for active development, tags are commonly used to mark versions for future reference or
deployment. Reference: CompTIA Linux+ Study Guide.

NEW QUESTION # 210 
A Linux user reported the following error after trying to connect to the system remotely:
ssh: connect to host 10.0.1.10 port 22: Resource temporarily unavailable The Linux systems administrator executed the following
commands in the Linux system while trying to diagnose this issue:



Which of the following commands will resolve this issue?

A. firewall-cmd --zone=public --permanent --add-port=22/udp
B. firewall-cmd --zone=public --permanent --add-service=22
C. firewall-cmd --zone=public --permanent --add-service=ssh
D. systemct1 enable firewalld; systemct1 restart firewalld

Answer: C

Explanation:
The firewall-cmd --zone=public --permanent --add-service=ssh command will resolve the issue by allowing SSH connections on
port 22 in the public zone of the firewalld service. This command will add the ssh service to the permanent configuration of the public
zone, which means it will persist after a reboot or a reload of the firewalld service. The firewall-cmd --zone=public --permanent --
add-service=22 command is invalid, as 22 is not a valid service name. The systemct1 enable firewalld; systemct1 restart firewalld
command will enable and restart the firewalld service, but it will not change the firewall rules. The firewall-cmd --zone=public --
permanent --add-port=22/udp command will allow UDP traffic on port 22 in the public zone, but SSH uses TCP, not UDP.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Securing Linux Systems, page 543.

NEW QUESTION # 211 
A systems administrator is receiving tickets from users who cannot reach the application app that should be listening on port
9443/tcp on a Linux server.
To troubleshoot the issue, the systems administrator runs netstat and receives the following output:

Based on the information above, which of the following is causing the issue?

A. The application is listening on port 1234.
B. The application is listening on the loopback interface.
C. The application is not running.
D. The IP address 0.0.0.0 is not valid.

Answer: B

Explanation:
The server is in a "Listen" state on port 9943 using its loopback address. The "1234" is a process-id The cause of the issue is that
the application is listening on the loopback interface. The loopback interface is a virtual network interface that is used for internal
communication within the system. The loopback interface has the IP address 127.0.0.1, which is also known as localhost. The
netstat output shows that the application is listening on port 9443 using the IP address 127.0.0.1. This means that the application can
only accept connections from the same system, not from other systems on the network. This can prevent the users from reaching the
application and cause the issue. The administrator should configure the application to listen on the IP address 0.0.0.0, which means
all available interfaces, or on the specific IP address of the system that is reachable from the network. This will allow the application
to accept connections from other systems and resolve the issue. The cause of the issue is that the application is listening on the
loopback interface. This is the correct answer to the question. The other options are incorrect because they are not supported by the
outputs. The IP address 0.0.0.0 is valid and means all interfaces, the application is not listening on port 1234, and the application is
running as shown by the process ID 1234. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12:
Managing Network Connections, page 383.

NEW QUESTION # 212 
An administrator wants to add a user named comptia to the system administrators group. Which of the following commands will
accomplish this task?

A. sudo -sG wheel comptia
B. Usermod *sG wheel comptia
C. Useradd -sG wheel comptia
D. visudo -sG wheel comptia



Answer: C

NEW QUESTION # 213
......
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