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Questions (Q38-Q43):
NEW QUESTION # 38 
Which of the following best describes the goal of a tabletop exercise?

A. To understand existing threat actors and how to replicate their techniques
B. To perform attack exercises to check response effectiveness
C. To check the effectiveness of the business continuity plan
D. To test possible incident scenarios and how to react properly

Answer: D

Explanation:
A tabletop exercise is a type of simulation exercise that involves testing possible incident scenarios and how to react properly,
without actually performing any actions or using any resources. A tabletop exercise is usually conducted by a facilitator who presents
a realistic scenario to a group of participants, such as a cyberattack, a natural disaster, or a data breach. The participants then
discuss and evaluate their roles, responsibilities, plans, procedures, and policies for responding to the incident, as well as the
potential impacts and outcomes. A tabletop exercise can help identify strengths and weaknesses in the incident response plan,
improve communication and coordination among the stakeholders, raise awareness and preparedness for potential incidents, and
provide feedback and recommendations for improvement.

NEW QUESTION # 39 
After identifying a threat, a company has decided to implement a patch management program to remediate vulnerabilities. Which of
the following risk management principles is the company exercising?

A. Transfer
B. Accept
C. Avoid
D. Mitigate

Answer: D

Explanation:
Mitigate is the best term to describe the risk management principle that the company is exercising, as it means to reduce the
likelihood or impact of a risk. By implementing a patch management program to remediate vulnerabilities, the company is mitigating
the threat of cyberattacks that could exploit those vulnerabilities and compromise the security or functionality of the systems. The
other terms are not as accurate as mitigate, as they describe different risk management principles. Transfer means to shift the
responsibility or burden of a risk to another party, such as an insurer or a contractor. Accept means to acknowledge the existence of
a risk and decide not to take any action to reduce it, usually because the risk is low or the cost of mitigation is too high. Avoid means
to eliminate the possibility of a risk by changing the plans or activities that could cause it, such as cancelling a project or discontinuing
a service.

NEW QUESTION # 40 
A security analyst observed the following activities in chronological order:
1. Protocol violation alerts on external firewall
2. Unauthorized internal scanning activity
3. Changes in outbound network performance
Which of the following best describes the goal of the threat actor?

A. Data exfiltration
B. Rogue devices
C. Irregular peer-to-peer communication
D. Unusual traffic spikes

Answer: A

NEW QUESTION # 41 



An organization was compromised, and the usernames and passwords of all em-ployees were leaked online. Which of the following
best describes the remedia-tion that could reduce the impact of this situation?

A. Multifactor authentication
B. Password changes
C. Password encryption
D. System hardening

Answer: A

Explanation:
Multifactor authentication (MFA) is a security method that requires users to provide two or more pieces of evidence to verify their
identity, such as a password, a PIN, a fingerprint, or a one-time code. MFA can reduce the impact of a credential leak because
even if the attackers have the usernames and passwords of the employees, they would still need another factor to access the
organization's systems and resources. Password changes, system hardening, and password encryption are also good security
practices, but they do not address the immediate threat of compromised credentials.

NEW QUESTION # 42 
An older CVE with a vulnerability score of 7.1 was elevated to a score of 9.8 due to a widely available exploit being used to deliver
ransomware. Which of the following factors would an analyst most likely communicate as the reason for this escalation?

A. CVSS
B. Asset value
C. Weaponization
D. Scope

Answer: C

Explanation:
Weaponization is a factor that describes how an adversary develops or acquires an exploit or payload that can take advantage of a
vulnerability and deliver a malicious effect. Weaponization can increase the severity or impact of a vulnerability, as it makes it easier
or more likely for an attacker to exploit it successfully and cause damage or harm. Weaponization can also indicate the level of
sophistication or motivation of an attacker, as well as the availability or popularity of an exploit or payload in the cyber threat
landscape. In this case, an older CVE with a vulnerability score of 7.1 was elevated to a score of 9.8 due to a widely available
exploit being used to deliver ransomware. This indicates that weaponization was the reason for this escalation.
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