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ABC International has installed a new smart ZigBee controlled lighting system. However, the network team is concerned that this
new system will interfere with the existing WLAN and has asked you to investigate the impact of the two systems operating
simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you answer by looking at the FFT
plot?

A. Do the ZigBee channels used by the lighting system overlap with the WLAN channels?
B. Is the ZigBee system causing an increase in WLAN retries?
C. Is the ZigBee system using more than 50% of the available airtime?
D. Is the WLAN corrupting ZigBee system messages?

Answer: A

Explanation:
The FFT plot is a spectrum analysis plot that shows the RF power present at a particular frequency over a short period of time. It
can help identify the sources and characteristics of RF signals in the spectrum. By looking at the FFT plot, you can determine which
ZigBee channels are used by the lighting system and whether they overlap with the WLAN channels in the 2.4 GHz band. ZigBee
channels are 5 MHz wide and WLAN channels are 20 MHz or 40 MHz wide, so there is a possibility of overlap and interference
between them. The other questions cannot be answered by looking at the FFT plot alone, as they require other types of plots or
analysis tools, such as duty cycle plot, airtime utilization plot, or protocol analyzer. References: [Wireless Analysis Professional Study
Guide], Chapter 3: Spectrum Analysis, page 69-
70

NEW QUESTION # 34 
You are concerned about attackers gaining access to your WLAN from outside the facility.
Why does reducing the output power on the APs not provide sufficient certainty that an attacker outside the facility cannot gain
access?

A. Because the attacker can simply use high gain antennas
B. Because RF signals can be received even when weak if using a Mac OS X computer
C. Because the attacker will simplify use a lower gain antenna and a radio with higher receive sensitivity
D. Because the attacker can increase the output power of the radio on the client

Answer: A

NEW QUESTION # 35 
When evaluating modulation and coding schemes, you must determine the best coding rate available. In
802.11 MCS tables, what is the best coding rate from the perspective of highest data rates?

A. 2/3
B. 5/6
C. 1/2
D. 3/4

Answer: B

NEW QUESTION # 36 
You are analyzing a problem with a specific client adapter. The vendor specifications sheet does not provide detailed information.
What tool can you use to provide the most detailed specification information in many such cases?

A. Spectrum analyzer
B. WLAN controller
C. FCC ID Search
D. Wi-Fi finder

Answer: C



NEW QUESTION # 37 
ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS solution with
Wi-Fi sensors that use dipole antennas to perform this task. No other sensors are included. Use your knowledge of location tracking
techniques to answer the question.
Which one of the following location methods is not available in the described system?

A. RF Fingerprinting
B. GPS Positioning
C. Time Difference of Arrival (TDoA)
D. Trilateration of RSSI measurements

Answer: A

NEW QUESTION # 38
......
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