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ISACA Certified Information Security Manager Sample Questions (Q921-
Q926):
NEW QUESTION # 921 
What is the FIRST action an information security manager should take when a company laptop is reported stolen?

A. Update the corporate laptop inventory
B. Disable the user account immediately
C. Ensure compliance with reporting procedures
D. Evaluate the impact of the information loss
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Answer: C

Explanation:
Section: INCIDENT MANAGEMENT AND RESPONSE
Explanation:
The key step in such an incident is to report it to mitigate any loss. After this, the other actions should follow.

NEW QUESTION # 922 
Which of the following is the MOST appropriate board-level activity for information security governance?

A. Develop "what-if" scenarios on incidents
B. Include security in job-performance appraisals
C. Establish security and continuity ownership
D. Establish measures for security baselines

Answer: C

NEW QUESTION # 923 
When designing a disaster recovery plan (DRP), which of the following MUST be available in order to prioritize system restoration?

A. Key performance indicators (KPIs)
B. Recovery procedures
C. Business impact analysis (BIA) results
D. Systems inventory

Answer: C

NEW QUESTION # 924 
Which of the following is the MOST effective way to detect security incidents?

A. Analyze security anomalies.
B. Analyze recent security risk assessments.
C. Analyze penetration test results.
D. Analyze vulnerability assessments.

Answer: C

NEW QUESTION # 925 
A newly hired information security manager for a small organization has been tasked with improving data security. The BEST way to
understand the organizations security postuie would be to:

A. engage a third party to perform a security assessment.
B. identify and classify business processes.
C. perform a gap analysis based on Industry best practices.
D. review previous vulnerabilities.

Answer: B

NEW QUESTION # 926
......
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