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AB CMMC-CCP exam practice questions in three different formats.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q54-Q59):

NEW QUESTION # 54
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Assessment Process

B. CMMC Appendices

C. CMMC Glossary

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION # 55
During a Level 1 Self- Assessment, a smart thermostat was identified. It is connected to the Internet on the OSC's WiFi network.
What type of asset is this?

A. CUI Asset

B. FCI Asset

C. Specialized Asset
D. In-scope Asset

Answer: C

Explanation:

Understanding Asset Categorization in CMMC 2.0InCMMC 2.0, assets are categorized into different types based on their function,
connectivity, and whether they process, store, or transmitFederal Contract Information (FCI) or Controlled Unclassified Information
(CUD).

* TheCMMC 2.0 Scoping GuidedefinesSpecialized Assetsas assetsthat do not fit traditional IT classificationsbut still exist within the
organizational environment.

* Asmart thermostatis anlnternet of Things (IoT) device, which falls underSpecialized Assetsas defined in CMMC.

* A. FCI Asset (Incorrect)

* FCI Assets process, store, or transmit Federal Contract Information, which asmart thermostat does not.

* B. CUI Asset (Incorrect)

* CUI Assets handle Controlled Unclassified Information, and athermostat does not process CUI.

* C. In-scope Asset (Incorrect)

* In-scope Assets include FCI and CUI assets, which asmart thermostat does not qualify as.

* The correct answer isD. Specialized Asset, as asmart thermostat is an loT device, which falls into theSpecialized Assetcategory.
References:

CMMC 2.0 Scoping Guide

DoD Cybersecurity Guidelines on IoT Devices

NEW QUESTION # 56
The Audit and Accountability (AU) domain has practices in:

A. Levels 1 and 3.
B. Levels 1 and 2.
C. Level 2.
D. Level 1.

Answer: B

NEW QUESTION # 57
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have
to inform the DoD?



A. 72 hours
B. 48 hours
C. 24 hours
D. 96 hours

Answer: A

Explanation:

Contractors that handle Covered Defense Information (CDI) are required to report cyber incidents to the Department of Defense
within 72 hours of discovery.

Supporting Extracts from Official Content:

* DFARS 252.204-7012(c)(1): "When the Contractor discovers a cyber incident that affects a covered contractor information
systemor the covered defense information residing therein, the Contractor shall conduct a review... and rapidly report the cyber
incident to DoD within 72 hours of discovery." Why Option C is Correct:

* The regulation explicitly specifies 72 hours.

* Options A (24 hrs), B (48 hrs), and D (96 hrs) do not align with DFARS requirements.

References (Official CMMC v2.0 Content and Source Docurments):

* DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting.

* CMMC v2.0 Governance - Source Documments list includes DFARS 252.204-7012.

NEW QUESTION # 58
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

A. Continuously Improved

B. Optimizing
C. Expert
D. Advanced

Answer: D

Explanation:

Understanding CMMC 2.0 Levels and Their DescriptionsTheCybersecurity Maturity Model Certification (CMMC) 2.0consists
ofthree levels, each representing increasing cybersecurity maturity:

* Level 1 - Foundational

* Focuses onbasic cyber hygiene

* Implements17 practicesaligned withFAR 52.204-21

* Primarily protectsFederal Contract Information (FCI)

* Level 2 - Advanced(Correct Answer)

* Focuses onprotecting Controlled Unclassified Information (CUI)

* Implements 110 practicesaligned withNIST SP 800-171

* Requirestriennial third-party assessments for critical programs

* Level 3 - Expert

* Focuses onadvanced cybersecurityagainstAPT (Advanced Persistent Threats)
* ImplementsNIST SP 800-171 and additional NIST SP 800-172 controls

* Requirestriennial government-led assessments

* TheCMMC 2.0 framework explicitly describes Level 2 as "Advanced."

* Italigns with NIST SP 800-171to ensure robustCUI protection.

* A. Expert (Incorrect)- This describesLevel 3, not Level 2.

* C. Optimizing (Incorrect)- Not a defined CMMC level description.

* D. Continuously Improved (Incorrect)- CMMC does not use this terminology.
* The correct answer isB. Advanced, which accurately describesCMMC Level 2.
References:

CMMC 2.0 Model Overview

CMMC 2.0 Scoping Guide

NIST SP 800-171 & NIST SP 800-172

NEW QUESTION # 59
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