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Topic 1

Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,
including using IPsec templates and SD-WAN Overlay Templates. Mastery here demonstrates the abilities
of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.

Topic 2

SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN
Members, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to
design efficient and resilient SD-WAN configurations.

Topic 3

SD-WAN Troubleshooting: Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is
vital for maintaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the
ability to diagnose and resolve SD-WAN problems using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.

Topic 4
Rules and Routing: Understanding SD-WAN Rules and Routing is crucial for directing traffic effectively.
This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security
professionals to configure SD-WAN rules and routing.

Topic 5
SD-WAN Overlay Design and Best Practices: It focuses on the deployment of hub-and-spoke IPsec
topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security
professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.
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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q70-Q75):
NEW QUESTION # 70 
Refer to the exhibit.

Which conclusion about the packet debug flow output is correct?

A. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.
B. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.
C. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION # 71 
Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?
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A. diagnose vpn tunnel list
B. get ipsec tunnel list
C. diagnose debug application ike
D. get router info routing-table all

Answer: C

Explanation:
Explanation
IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to-spoke negotiations.
* diagnose debug console timestamp enable
* diagnose vpn ike log filter clear
* diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>
* diagnose debug application ike -1
* diagnose debug enable

NEW QUESTION # 72 
What is true about SD-WAN multiregion topologies?

A. It is not compatible with ADVPN.
B. Routing between the hub and spokes must be BGP.
C. Each region has its own SD-WAN topology
D. Regions must correspond to geographical areas.

Answer: C

NEW QUESTION # 73 
Refer to the exhibit.

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt generates traffic to
the 10.0.0.0/8 network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over
T_INET_0_0. However, the traffic is routed over T_INET_1_0.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

A. The traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
B. T_INET_1_0 has a higher member configuration priority than T_INET_0_0.
C. T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_0.
D. T_INET_0_0 does not have a valid route to the destination.

Answer: A,D



NEW QUESTION # 74 
Refer to the exhibit.

Which conclusion about the packet debug flow output is correct?

A. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.
B. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.
C. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION # 75
......
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