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Microsoft Administering Windows Server Hybrid Core Infrastructure
Sample Questions (Q276-Q281):

NEW QUESTION # 276

SIMULATION

Youneed to ensure that the Azure file share named sharel can sync to on-premises servers.
The required source files are located in a folder named \\dc1.contoso.comiinstall

Youdo NOT need to specify the on-premises servers at this time.

To complete this task, sign in the required computer or computers.

Answer:

Explanation:
Deploy Azure File Sync
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Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the flexibility, performance, and
compatibility of an on-premises file server. Azure File Sync transforms Windows Server into a quick cache of your Azure file share.
You can use any protocol that's available on Windows Server to access your data locally, including SMB, NFS, and FTPS.

You can have as many caches as you need across the world.

Phase 1: Prepare Windows Server to use with Azure File Sync [Maybe it can be skipped] Phase 2: Deploy the Storage Sync
Service Phase 3: Install the Azure File Sync agent Phase 1: Prepare Windows Server to use with Azure File Sync [Maybe it can be
skipped] For each server that you intend to use with Azure File Sync, including each server node in a Failover Cluster, disable
Internet Explorer Enhanced Security Configuration. This is required only for initial server regjstration. You can re-enable it after the
server has been registered.

Note: You can skip this step if you're deploying Azure File Sync on Windows Server Core.

Step 1: Open Server Manager.

Step 2: Click Local Server:

182 Dashboard

B Local Server

ii All Servers

Step 3: On the Properties subpane, select the link for IE Enhanced Security Configuration.

Microsoft

Last installed updates Today at 10:40 AM

Windows Update Install updates automatically usipg{Mjcrosoft Update
Last checked for updates Today at 10:40 AM

Windows Defender Real-Time,Pyotection: On

& ergsoft b

IBiEnhanced Security Configuratiog '@n

Time zone (UTC-08:00) Pacific Time (US & Canada)

Product ID 00376-40000-00000-AA964 (activated)

Step 4: In the Internet Explorer Enhanced Security Configuration dialog box, select Off for Admmistrators and Users:



7k Internet Explorer Enhanced Security Configuration X

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

&% (O On (Recommended)

W @off

Users:

@ (O o0n (Recommended)

W  @off

More about Internet Explorer Enhanced Security Configuration

OK Cancel

Phase 2: Deploy the Storage Sync Service

The deployment of Azure File Sync starts with placing a Storage Sync Service resource into a resource group of your selected
subscription.

Step 1: To deploy a Storage Sync Service, go to the Azure portal, click Create a resource and then search for Azure File Sync. In
the search results, select Azure File Sync, and then select Create to open the Deploy Storage Sync tab.

Step 2: On the pane that opens, enter the following information:

Name: A unique name (per region) for the Storage Sync Service.

Subscription: The subscription in which you want to create the Storage Sync Service.

Resource group: A resource group is a logical group of Azure resources, such as a storage account or a Storage Sync Service. You
can create a new resource group or use an existing resource group for Azure File Sync.

Location: The region in which you want to deploy Azure File Sync. Only supported regions are available in this list.

Step 3: When you are finished, select Create to deploy the Storage Sync Service.

Phase 3: Install the Azure File Sync agent

The Azure File Sync agent is a downloadable package that enables Windows Server to be synced with an Azure file share.

Step 1: You can download the agent from the Microsoft Download Center. When the download is finished, double-click the MSI
package to start the Azure File Sync agent installation.

[Here: The required source files are located in a folder named \\dc1.contoso.comiinstall] Step 2: Complete the Wizard.

Reference:

httpsv/leam.microsoft.com/en-us/azure/storage/file-sync/file- sync-deployment- guide



NEW QUESTION # 277

Your network contains an Active Directory Domain Services (AD DS) domain.

You have a Group Policy Object (GPO) named GPO!1 that contains Group Policy preferences.

You plan to link GPO1 to the domain.

You need to ensure that the preference in GPO1 apply only to domain member servers and NOT to domain controllers or client
computers. All the other Group Policy settings in GPO1 must apply to all the computers.

The solution must mnimize administrative effort.

Which type of item level targeting should you use?

A. Security Group

B. Domain

C. Environment Variable
D. Operating System

Answer: D

Explanation:

Reference:

https:/docs.microsoft.com/en-us/previous- versions/windows/it-pro/windows-server-2012-12-and-2012
/dn789189(v=ws.11 #operating-system+targeting

NEW QUESTION # 278
Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains the VPN
servers shown in the following table.

IP scdress
178, 16.0.254
¥1.10.15.254
10.10.0.254

You hae a server named NPS1 that has Network Policy Server (NPS) installed. NPS1 has the following RADIUS clients:

Hamr ¢ iPdelieand
Address + ATR. 16,8, 254
AuthitrributeReguired | False
SharedSecret v PaS%a rd

Vendortiser T RADTUS Standerd,
Enabled t False
Mpne 1 WPSalidntl

Address i alligeNas, 2%
SuthALtF i butelequlced 4 Malie

Sharediecren W Pt rd
Vo ! RADIUS ERandsrd
Enabiled 1 True b
Nane i WPsclient)
Aadrany, P 172.16.1.2%4
uthaftributeRequired | False
Sharedsecret 1 PESSw, rd
Vendorftises i RADIUS Stenderd

r\"/‘IF;IF:II, VPN2,: and VPN3 use NPS1 for RADIUS authentication. All the users in contoso.com are allowed to establish VPN

connections. For each of the following statements, select Yes Ifthe statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point.

Answer Arca

Statements Yes No

The contoso.com users can authenticate successfully when they establish a VPN connectign

o VPN

The contoso.com users can authenticate successfully when they establish a VPN connection ¥ R
o VPN2

The contoso.com wsers can authenticate successfully when they establish a VPN connection
o VPN3

Answer:

Explanation:
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o P

NEW QUESTION # 279

You deploy a single-domain Active Directory Domain Services (AD DS) forest named contoso.com

You deploy five servers to the domain. You add the servers to a group named iTFarmHosts.

You plan to configure a Network Load Balancing (NIB) cluster named NLBCluster.contoso.com that will contain the five servers.
You need to ensure that the NLB service on the nodes of the cluster can use a group managed service account (gMSA) to
authenticate.

Which three PowerShell cndlets should you run in sequence? To answer, move the appropriate cdiets from the list of cmdlets to
the answer area and arrange them in the correct order.

Cmdlets Answer Area

Add-KdsRoothey

Set-KdsCanfiguration
New-ADServiceAccount
Add-ADComputerseryicedccount

Answer:

Explanation:
Answer Ares |

Add-KdsRootKey

New-ADServiceAccaunt

Install-ADServiceAccount

1 - Add-KdsRootKey

2 - New-ADServiceAccount

3 - Instal- ADService Account

Reference:
httpsz/docs.microsoft.com/en-us/windows-server/security/group-managed- service-accounts/create- the- key-distribution-services-
kds-root-key

httpsz//docs.microsoft.con/en-us/windows-server/security/group-managed-service-accounts/getting- started- with- group-managed-
service-accounts

NEW QUESTION # 280

Task 4

You need to register SRV1 to sync Azure file shares The registration must use the 34646045 Storage Sync Service.
The required source files are located in a folder named \\dc1.contoso.comiinstall.

You do NOT need to configure file share synchronization at this time and you do NOT need to update the agent.

Answer:

Explanation:

See the solution of this Task below.

Explanation:

One possible solution to register SRV1 to sync Azure file shares using the 34646045 Storage Sync Service is to use the Register-
AzStorageSyncServer cmdlet from the Az StorageSync module. This cmdlet establishes a trust relationship between the server and
the Storage Sync Service, which is required for creating server endpoints and syncing files. Here are the steps to register SRV1
using the cmdlet:



* On SRV1, open PowerShell as an administrator and run the following command to install the Az

StorageSync module if it is not already installed:

Instal-Module -Name Az StorageSync

* Run the following command to import the Az StorageSync module:

Import-Module -Name Az StorageSync

* Run the following command to sign in to your Azure account and select the subscription that contains the 34646045 Storage Sync
Service:

Connect-AzAccount

Select- AzZSubscription -Subscriptionld <your-subscription-id>

* Run the following command to register SRV1 with the 34646045 Storage Sync Service. You need to specify the resource group
name and the Storage Sync Service name as parameters:

Register- AzStorageSyncServer -ResourceGroupName <your-resource-group-name> - StorageSyncServiceName 34646045

* Wait for the regjstration to complete. You can verify the regjstration status by checking the Registered servers tab on the Azure
portal or by running the following command:

Get- AzStorageSyncServer -ResourceGroupName <your-resource-group-name> - StorageSyncServiceName

34646045

Now, SRV1 is registered with the 34646045 Storage Sync Service and ready to sync Azure file shares. You can create server
endpoints on SRV1 and cloud endpoints on the Azure file shares to define the sync topology.

NEW QUESTION # 281
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