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Cisco Conducting Threat Hunting and Defending using Cisco Technologies
for CyberOps Sample Questions (Q315-Q320):

NEW QUESTION # 315
‘Which threat hunting technique involves employing YARA rules to identify specific patterns or signatures in files or network traffic?

e A Data correlation
¢ B. YARA scanning
e C. Endpoint monitoring
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e D. Threat actor attribution

Answer: B

NEW QUESTION # 316
What is the goal of lateral movement analysis in threat hunting techniques?

A. To identify malicious payloads in the network

B. To analyze network traffic patterns

C. To detect vulnerabilities in the system

D. To trace the path of an attacker within the network

Answer: D

NEW QUESTION # 317
In threat hunting, what is the purpose of conducting malware analysis on suspicious files or samples?

A. To identify indicators of compromise and behavior patterns
B. To create new malware samples

C. To infect other systens on the network

D. To encrypt data on endpoints

Answer: A

NEW QUESTION # 318
How can threat hunting outcomes contribute to the overall cybersecurity strategy of an organization?

A. By increasing the attack surface

B. By slowing down security operations

C. By providing in-depth threat intelligence for better decision-making
D. By limiting the visibility into the network

Answer: C

NEW QUESTION # 319
What is the primary focus of the STRIDE threat modeling technique?

A. Security design principles

B. Data Flow Diagrams

C. Threat classification based on six categories
D. Attack Trees

Answer: C

NEW QUESTION # 320
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