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GIAC Defensible Security Architect Sample Questions (Q94-Q99):

NEW QUESTION # 94
Which is NOT a typical feature of a web application firewall (WAF)?
Response:
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A. Direct access to user credentials
B. Traffic monitoring and logging
C. Customizable rule sets

D. Blocking of suspicious requests

Answer: A

NEW QUESTION # 95

Your organization is implementing Zero Trust Networking, During an internal audit, your team identifies a critical flaw in how
endpoint traffic is authenticated before accessing sensitive resources. Several devices have bypassed authentication and are
communicating with internal systerrs.

What immediate actions should you take to align with the Zero Trust Networking model and secure the network?
Response:

A. Tmplement Single Packet Authentication (SPA) for all devices and enforce endpoint traffic encryption
B. Allow unauthenticated devices to access non-critical systens while reviewing network configurations
C. Disable all network traffic until a full security audit is completed

D. Restrict all external traffic and allow internal traffic to continue without further verification

Answer: A

NEW QUESTION # 96
‘What are the purposes of using a sandbox in network defense?
Response:

A. Storing sensitive information
B. Enhancing user experience
C. Analyzing malware behavior
D. Testing untrusted programs

Answer: C,D

NEW QUESTION # 97

Your security operations team has detected unusual activity on your organization's network, suggesting a DDoS attack is underway.
Multiple external IP addresses are sending excessive amounts of traffic to your web server.

What immediate steps should you take to mitigate the attack and protect your infrastructure?

Response:

A. Migrate all services to a backup data center and restore data from backups

B. Enable rate-limiting and deploy a Web Application Firewall (WAF) to filter traffic from malicious IPs
C. Disconnect the web server from the internet to stop all incoming traffic

D. Block all outbound network traffic and mitiate a full system scan

Answer: B

NEW QUESTION # 98
What is the primary benefit of implementing automated patch management within a Zero Trust Endpoint strategy?
Response:

A. Increases the complexity of the system, enhancing security through obscurity
B. Reduces the need for IT staff

C. Automates backup processes only

D. Ensures timely application of patches, reducing the window of vulnerability

Answer: D



NEW QUESTION # 99

With the rapid development of IT technology, the questions in the IT certification exam are also changing, Therefore, Examilorrent
also keeps updating test questions and answers. And if you purchase ExamTorrent GIAC GDSA Practice Test materials, we will
provide you with free updates for a year. As long as the questions updates, ExamTorrent will immediately send the latest questions
and answers to you which guarantees that you can get the latest materials at any time. ExamiTorrent can not only help you pass the
test, but also help you learn the latest knowledge. Never pass up a good chance to have the substantial materials.
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