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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q202-Q207):

NEW QUESTION # 202

A web application is hosted in a dedicated VPC that is connected to a company's on-premises data center over a Site-to-Site VPN
connection. The application is accessible from the company network only. This is a temporary non-production application that is
used during business hours. The workload is generally low with occasional surges.

The application has an Amazon Aurora MySQL provisioned database cluster on the backend. The VPC has an internet gateway
and a NAT gateways attached. The web servers are in private subnets in an Auto Scaling group behind an Elastic Load Balancer.
The web servers also upload data to an Amazon S3 bucket through the internet.

A solutions architect needs to reduce operational costs and simplify the architecture.

‘Which strategy should the solutions architect use?

¢ A. Review the Auto Scaling group settings and ensure the scheduled actions are specified to operate the Amazon EC2
instances during business hours only. Detach the internet gateway and remove the NAT gateways from the VPC. Use an
Aurora Servertess database and set up a VPC endpoint for the S3 bucket, then update the network routing and security rules
and policies related to the changes.

e B. Use 3-year scheduled Reserved Instances for the web server Amazon EC2 instances. Remove the NAT gateways fiom
the VPC, and set up a VPC endpoimt for the S3 bucket. Use Amazon

¢ C. Review the Auto Scaling group settings and ensure the scheduled actions are specified to operate the Amazon EC2
instances during business hours only. Use 3-year scheduled Reserved Instances for the web server EC2 instances. Detach the
mternet gateway and remove the NAT gateways from the VPC. Use an Aurora Servertess database and set up a VPC
endpoint for the S3 bucket.
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¢ D. Review the Auto Scaling group settings and ensure the scheduled actions are specified to operate the Amazon EC2
instances during business hours only. Detach the internet gateway from the VPC, and use an Aurora Servertess database. Set
up a VPC endpoint for the S3 bucket, then update the network routing and security rules and policies related to the changes.

¢ E. CloudWatch and AWS Lambda to stop and start the Aurora DB cluster so it operates during business hours only. Update
the network routing and security rules and policies related to the changes.

Answer: A

NEW QUESTION # 203

A company collects air quality data from sensors. The company plans to use the MQTT protocol to send the data to AWS IoT
Core. The company will process the data and then will store the data in an Amazon Aurora database.

During periods of low air quality, sensors will send data more frequently. The company must buffer the data during these periods to
make sure that no data is lost before the data is processed and stored.

‘Which solution will meet these requirements?

¢ A Create an Amazon SQS queue. Create an AWS IoT rule action and set the SQS queue as the target. Create an AWS
Step Functions state machine that is invoked by the SQS queue. Use the state machine to process and store the data.

¢ B. Create an Amazon SNS topic. Create an AWS IoT rule action and set the SNS topic as the target. Create an application
that runs on an Amazon ECS cluster with the AWS Fargate launch type. Configure the application to read data from the SNS
topic, process the data, and store the data.

e C. Create an Amazon Kinesis data stream. Create an AWS IoT rule action and set the data stream as the target. Create an
AWS Step Functions state machine that is mvoked by the data stream. Use the state machine to process and store the data.

¢ D. Create an Amazon Kinesis data stream. Create an AWS IoT rule action and set the data stream as the target. Create an
application that runs on an Amazon ECS cluster with the AWS Fargate launch type. Configure the application to read data
from the data stream, process the data, and store the data.

Answer: D

Explanation:

Using an Amazon Kinesis data stream as a target for the [oT Core rule ensures durable and scalable buffering of data during traffic
spikes.

An ECS Fargate application reads data from Kinesis, processes it, and stores it in Aurora, meeting the requirement for flexible,
serverless data handling,

This solution guarantees no data loss while providing real-time or near-real-time data processing capabilities.

NEW QUESTION # 204

A company is hosting an application on AWS for a project that will run for the next 3 years. The application consists of 20 Amazon
EC2 On-Demand Instances that are registered in a target group for a Network Load Balancer (NLB). The instances are spread
across two Availability Zones. The application is stateless and runs 24 hours a day, 7 days a week.

The company receives reports from users who are experiencing slow responses from the application. Performance metrics show that
the instances are at 10% CPU utilization during normal application use. However, the CPU utilization increases to 100% at busy
times, which typically last for a few hours.

The company needs a new architecture to resolve the problem of slow responses from the application.

Which solution will meet these requirements MOST cost-effectively?

e A Create a Spot Fleet that has a request type of maintain. Set the TotalTargetCapacity parameter to
20. Set the DefaultTargetCapacity Type parameter to Spot. Replace the NLB with an Application Load Balancer.

e B. Create a Spot Fleet that has a request type of request. Set the TotalTargetCapacity parameter to
20. Set the DefaultTargetCapacity Type parameter to On-Demand. Specify the NLB when creating the Spot Fleet.

e C. Create an Auto Scaling group. Attach the Auto Scaling group to the target group ofthe NLB. Set the minimum capacity to
20 and the desired capacity to 28. Purchase Reserved Instances for 20 instances.

e D. Create an Auto Scaling group. Attach the Auto Scaling group to the target group of the NLB. Set the mmnimum capacity to
4 and the maximum capacity to 28. Purchase Reserved Instances for four instances.

Answer: D

Explanation:
Since the CPU utilization of the instance is 10% during normal application use, a mnimum capacity of 4 is required, which is the
minimum configuration and most cost-effective.



NEW QUESTION # 205

A company is migrating a legacy application from an on-premises data center to AWS. The application uses MongoDB as a key-
value database According to the company's technical guidelines, all Amazon EC2 instances must be hosted in a private subnet
without an internet connection. In addition, all connectivity between applications and databases must be encrypted. The database
must be able to scale based on demand.

‘Which solution will meet these requirements?

¢ A Create new Amazon DocumentDB (with MongoDB compatibility) tables for the application with Provisioned IOPS
volumes Use the cluster endpoint to connect to Amazon DocumentDB

¢ B. Create new Amazon DynamoDB tables for the application with on-demand capacity. Use an interface VPC endpoint for
DynamoDB to connect to the DynamoDB tables.

¢ C. Create new Amazon DynamoDB tables for the application with on-demand capacity. Use a gateway VPC endpoint for
DynamoDB to connect to the DynamoDB tables

¢ D. Create new Amazon DocumentDB (with MongoDB compatibility) tables for the application with Provisioned IOPS
volumes. Use the instance endpoint to connect to Amazon DocumentDB.

Answer: D

Explanation:

Explanation

A is the correct answer because it uses Amazon DocumentDB (with MongoDB compatibility) as a key-value database that can
scale based on demand and supports encryption in transit and at rest. Amazon DocumentDB is a fully managed document database
service that is designed to be conpatible with the MongoDB API. It is a NoSQL database that is optimized for storing, indexing,
and querying JSON data. Amazon DocumentDB supports encryption in transit using TLS and encryption at rest using AWS Key
Management Service (AWS KMS). Amazon DocumentDB also supports provisioned IOPS volumes that can scale up to 64 TiB of
storage and 256,000 IOPS per cluster. To connect to Amazon DocumentDB, you can use the instance endpoint, which connects to
a specific instance in the cluster, or the cluster endpomnt, which connects to the primary instance or one of the replicas in the cluster.
Using the cluster endpoint is recommended for high availability and load balancing purposes. References:
httpsz/docs.aws.amazon.comvdocumentdb/latest/developerguide/what-is. html
https’//docs.aws.amazon.comvdocumentdb/latest/developerguide/security.encryption. html
httpsz//docs.aws.amazon.convdocumentdb/latest/developerguide/limits. html
https’//docs.aws.amazon.convdocumentdb/latest/developerguide/connecting, html

NEW QUESTION # 206

An enterprise company wants to allow its developers to purchase third-party software through AWS Marketplace. The company
uses an AWS Organizations account structure with full features enabled, and has a shared services account in each organizational
unit (OU) that will be used by procurement managers. The procurement team's policy indicates that developers should be able to
obtain third-party software from an approved list only and use Private Marketplace in AWS Marketplace to achieve this
requirenment. The procurement team wants administration of Private Marketplace to be restricted to a role named procurement-
manager-role, which could be assumed by procurement managers Other [AM users groups, roles, and account administrators in the
company should be denied Private Marketplace administrative access

What is the MOST efficient way to design an architecture to meet these requirements?

e A Create an IAM role named procurement-manager-role in all AWS accounts in the organization Add the
PowerUserAccess managed policy to the role Apply an inline policy to all IAM users and roles in every AWS account to
deny permissions on the AWSPrivateMarketplace AdminFullAccess managed policy.

¢ B. Create an IAM role named procurement-manager-role in the AWS accounts that will be used by developers Add the
AWSPrivateMarketplaceAdminFull Access managed policy to the role. Create ....Organizations to deny permissions to
administer Private Marketplace to everyone except the role named procurement-manager-role Apply the SCP to all the
shared services accounts in the.......

e (. Create an IAM role named procurement-manager-role in all the shared services accounts in the organization Add the
AWSPrivateMarketplaceAdminFullAccess managed policy to the role Create an organization root-level SCP to deny
permissions to administer Private Marketplace to everyone except the role named procurement-manager-role Create another
organization root-level SCP to deny permissions to create an IAM role named procurement-manager-role to everyone in the
organization.

e D. Create an IAM role named procurement-manager-role in all AWS accounts in the organization Add the
AdministratorAccess managed policy to the role Define a permissions boundary with the
AWSPrivateMarketplace AdminFullAccess managed policy and attach it to all the developer roles.



Answer: C

NEW QUESTION # 207
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