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(Q77-Q82):
NEW QUESTION # 77 
Which of the following Firewall rule actions will allow data packets to pass through the Firewall Protection Module without being
subjected to analysis by the Intrusion Prevention Protection Module?

A. Deny
B. Allow
C. Force Allow
D. Bypass

Answer: D

Explanation:
The Bypass action in Deep Security's Firewall module allows specified traffic to skip both Firewall and Intrusion Prevention analysis,
resulting in the most efficient possible flow for trusted communications.
Reference:
Trend Micro Deep Security Administrator's Guide, Firewall Rule Actions Section

NEW QUESTION # 78 
The Overrides settings for a computer are displayed in the exhibit. Which of the following statements is true regarding the displayed
configuration?

A. The configuration for the Protection Modules is inherited from the policy assigned to this computer, except for the
configuration of the Web Reputation and Application Control Protection Modules which have been set at the computer level.
B. The Protection Modules identified as Inherited in the exhibit have not yet been enabled. Only the Web Reputation and
Application Control Protection Modules have been enabled at this point.
C. The Web Reputation and Application Control Protection Modules have been assigned a different policy that the other
Protection Modules and as a result, are displayed with overrides.
D. The Protection Modules identified as Inherited in the exhibit have not yet been config-ured. Only the Web Reputation and
Application Control Protection Modules have been configured.

Answer: D

NEW QUESTION # 79 
A Recommendation Scan is run to determine which Intrusion Prevention rules are appropriate for a Server.
The scan is configured to apply the suggested rules automatically and ongoing scans are enabled. Some time later, an operating



system patch is applied. How can you determine which Intrusion Prevention rules are no longer needed on this Server?

A. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be displayed on the Recommended for Unassignment tab in the IPS
Rules. These are rules that are no longer needed and can be disabled as the vulnerability was corrected with the patch.
B. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be automatically unassigned. These are rules that are no longer needed
as the vulnerability was corrected with the patch.
C. Since there is no performance effect when multiple Intrusion Prevention rules are applied, there is no need to determine
which rules are no longer needed. The original recommended rules can remain in place without affecting the system.
D. The README file provided with the software patch will indicate which issues were addressed with this release. Compare
this list to the rules that are applied to determine which rules are no longer needed and can be disabled.

Answer: C

Explanation:
When ongoing Recommendation Scans are enabled, Deep Security regularly reassesses the server's vulnerabilities based on its
current patch level. If an OS patch addresses a previously detected vulnerability, the next Recommendation Scan will recognize this
and recommend that the now-unnecessary IPS rules be unassigned. These rules appear in the "Recommended for Unassignment"
tab, making it easy for administrators to review and unassign rules that are no longer needed.
From the official documentation:
"After an operating system or application is patched, running another Recommendation Scan will update the list of vulnerabilities and
may move some IPS rules to the 'Recommended for Unassignment' tab. These rules can then be reviewed and unassigned to
maintain optimal protection." Option B is incorrect because rules are not unassigned automatically; admin review is required.
Option A is manual and outside Deep Security's automated workflow.
The first option C is not correct; excessive rules may impact performance and management.
References:
Trend Micro Deep Security Help: Recommendation Scans and Rule Unassignment Deep Security Admin Guide - Ongoing
Recommendation Scans

NEW QUESTION # 80 
What is IntelliScan?

A. IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
processes and terminate them.
B. IntelliScan reduces the risk of viruses entering your network by blocking real-time compressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.
C. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.
D. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.

Answer: C

Explanation:
IntelliScan is a Trend Micro technology that determines which files to scan for malware based on the actual file type, rather than just
the file extension. This is done by analyzing the file header, allowing Deep Security to correctly scan files even if their extension has
been changed to disguise their true nature.
From the official documentation:
"IntelliScan is a scanning method that identifies the true file type by examining the file header, instead of relying only on the file
extension. This ensures that malicious files cannot evade detection simply by renaming extensions." Option A is correct and matches
the official explanation.
Options B, C, and D are incorrect and describe features not provided by IntelliScan.
References:
Trend Micro Deep Security Help Center: What is IntelliScan?
Deep Security 20 LTS Administrator's Guide, "About IntelliScan"

NEW QUESTION # 81 
Which Protection Modules can make use of a locally installed Smart Protection Server?



A. All Protection Modules can make use of the locally installed Smart Protection Server
B. The Anti-Malware and Web Reputation Protection Modules can make use of the locally installed Smart Protection Server.
C. Anti-Malware is the only Protection Modules that can use the locally installed Smart Protection Server.
D. The Anti-Malware, Web Reputation and Intrusion Prevention Protection Modules can make use of the locally installed
Smart Protection Server.

Answer: B

Explanation:
Only the Anti-Malware and Web Reputation modules are designed to interact with a Smart Protection Server for real-time threat
lookups. The other modules do not leverage the Smart Protection Server.
From the official documentation:
"Smart Protection Server provides global threat intelligence lookups to the Anti-Malware and Web Reputation modules. Other
modules do not use Smart Protection Server." References:
Trend Micro Smart Protection Server Administrator's Guide
Trend Micro Deep Security Administrator's Guide: Smart Protection Server Integration

NEW QUESTION # 82
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