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34. Frage
Which of the following operations makes use of the Intrusion Prevention Protection Module?

A. Application traffic control
B. Port scans

C. Integrity scans

D. Stateful traffic analysis

Antwort: D

Begrindung;

The Intrusion Prevention (IPS) module performs stateful traffic analysis to detect and block exploit attempts and malicious activity in
network traffic, tracking the state of network connections and analyzing packet sequences to identify threats.

From the official documentation:

"The Intrusion Prevention module analyzes network traffic using deep packet nspection and stateful traffic analysis to block known
and unknown threats, including vulnerability exploits." Option D is correct.

Option A is handled by Integrity Monitoring.

Option B (port scanning) is a network reconnaissance activity and may be detected but is not a core operation of IPS.

Option C (application traffic control) is typically managed by Firewall, not IPS.

References:

Trend Micro Deep Security 20 LTS Administrator's Guide: Intrusion Prevention Module Trend Micro Deep Security Online Help:
How IPS Works

35. Frage
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?
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General Information
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Port 53
Packet Data
Packet Size 400
Back Ml = Close
e A Firewall
¢ B. Intrusion Prevention
¢ C. Integrity Monitoring
¢ D. Web Reputation

Antwort: A

Begriindung;

The event reason is "Unsolicited UDP," the action is "Deny," the direction is "[ncoming," and protocol is UDP. This matches the
function of the Firewall module, which inspects, permits, or blocks traffic based on rules and reports denied unsolicited network
packets.

Reference:

Trend Micro Deep Security Administrator's Guide, Firewall Module Event Types Section

36. Frage
‘Which of the following Protection Modules does not benefit from Recommendation Scans?

A. Intrusion Prevention
B. Log Inspection

C. Integrity Monitoring
D. Firewall

Antwort: B

Begrindung;

Recommendation Scans analyze systemroles and applications to suggest appropriate Firewall, Intrusion Prevention, and Integrity
Monttoring rules, but do not provide recommendations for Log Inspection. Log Inspection rules must be assigned manually.
Reference:

Trend Micro Deep Security Administrator's Guide, Recommendation Scan Section



37. Frage
‘Which Protection Modules can make use of a locally installed Smart Protection Server?

¢ A The Anti-Malware, Web Reputation and Intrusion Prevention Protection Modules can make use of the locally installed
Smart Protection Server.

¢ B. Anti-Malware is the only Protection Modules that can use the locally installed Smart Protection Server.

e C. All Protection Modules can make use of the locally installed Smart Protection Server

¢ D. The Anti-Malware and Web Reputation Protection Modules can make use of the locally installed Smart Protection Server.

Antwort: D

Begrindung;

Only the Anti-Malware and Web Reputation modules are designed to interact with a Smart Protection Server for real-time threat
lookups. The other modules do not leverage the Smart Protection Server.

From the official documentation:

"Smart Protection Server provides global threat intelligence lookups to the Anti-Malware and Web Reputation modules. Other
modules do not use Smart Protection Server." References:

Trend Micro Smart Protection Server Administrator's Guide

Trend Micro Deep Security Admnistrator's Guide: Smart Protection Server Integration

38. Frage
Which of the following statements is true regarding the Log Inspection Protection Module?

A. The Log Inspection Protection Module is supported in both Agent-based and Agentless implementations.

B. Log Inspection can only examine Deep Security log information.

C. Deep Security Agents forward Log Inspection Event details to Deep Security Manager in real time.

D. Log Inspection can only examine new Events and cannot examine logs entries created before the Protection Module was
enabled.

Antwort: D
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