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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details
¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engneers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

Topic 1 ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace

Topic 4
P mode, and policy imports and installations, emphasizing consistent policy control across networks.
o Admunistration: This section of the exam measures the skills of System Administrators and covers the
Topic 5 essential features of FortiManager. It includes the mitial configuration process and the setup of

admunistrative domains (ADOMs), ensuring smooth system management.
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successful Fortinet FCP_FMG_AD-7.6 Exam candidates can gain several personal and professional benefits in their career and
achieve their professional career objectives in a short time period.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q23-
Q28):

NEW QUESTION # 23
Refer to the exhibit. How will FortiManager try to get updates tor antivirus and IPS?

FortiManager # diagnose fmupdate view-serverlist fdas

Fortiguard Server Comm : Enabled

Server Override Mode : Strict

FDS5 server list

Index Address Port TimeZone Distance Source
10.0.1.50 Bgap =5 o CLI
96.45.33.89 493 =5

2 96.45.32.81 473 -5 0

9 .‘:Eﬂprllho‘ﬁrl n ET 5 ] DEFAULT

A. From public FDNI server IP address with the fourth highest octet only
B. From the list of configured override servers or public FDN servers

C. Fromthe default server fds1.fortinet.com

D. From the configured override server IP address 10.0.1.50 only

Answer: D

Explanation:
As the server override mode is strict, there is no fallback. FMG will commumicate only with server configure in override server list.

NEW QUESTION # 24
Refer to the exhibit.
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FortiManager address object

Edit Address - LAN X
Category Ad -
Name LAN
Color L) | Change |
Typeo Subnet -
IP/Netmask @ 172.16.5.0/255.255.255.0 Q Ao from name
Interface O any SJ -

Static Route Configuration o

Comments
0/255
Add To Groups " Qiick to select
|
Advanced OptionssD
- - = : Qpic
F:2AFET
+ Create New [# 1T ‘ Search.. @Q .*
O Mapped Device < Details < n
O BR1-FGT-1 [root] IP/Netmask: 10.10.10.5/255.255.255.255
O HQ-NGFW-1 [root] IP/Netmask: 172.16.5.20/255.255.255.255
O @ Remote-Firewall [root] IP/Netmask: 21.21.2.5/255.255.255.255
3

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.

After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall

[VDOMT1] for the LAN firewall address object?

A. 172.16.5.0/255.255.255.0

B. 10.10.10.5/255.255.255.255
C. 172.16.5.20/255.255.255.255
D. 21.21.2.5/255.255.255.255

Answer: D



Explanation:
The per-device mapping overrides the global [P/netmask setting for the firewall address object. For the device
"Remote-Firewall," the mapped [P/netmask is 21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall

[VDOMI].

NEW QUESTION # 25
Refer to the exhibit.

FortiManager # diagnose dvm device list F 4H I II IE I
--- There are currently 6 devices/vdoms managed --- [ ¢
--- There are currently 6 devices/vdoms count for license ---
TYPE 01D SN HA IpP NAME ADOM IPS FIRMWARE HW_GenX
fwgfaz-managed 188 FGVMB2TM24013584 100.65.1.111 BR1-FGT-1 My ADOM 7.8 MR6 (3401) N/A

|- STATUS: dev-db: not modified; conf: iALéync; cond: pending; dm: installed; conn: up; template:[modified]default

|- vdom:[3]root flags:@ adom:My_ ADOM pkg:[imported]BR1-FGT-1

Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does not match the device-level database.

B. The system template default will override device-level database configurations.

C. The latest revision history for the managed FortiGate does match the FortiManager policy database.
D. Configuration changes have been installed on FortiGate, updating policy and device-level database.

Answer: A.B

Explanation:

The status "pending” indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.

The tenplate is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 26
Refer to the exhibit.



FortiManager cluster settings

£.2 FortiManager

@ Dashboard Cluster Settings
& Device Manager >
B Policy & Objects 4 Failover Mode Manual m
=i VPN Manager ’ Operation Mode
B APManager ’ Peer IP and Peer SN IP Type Peer IP Peer SN Action
FortiSwitch Manager » ) —
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B Reports > FaildverShreshald 30 > (1-255)
@ FortiGuard > ViR 10.0.1.245
© System Settings i VRRP Interface port2 h
ADOMs Priority 1 (1-253)
Administrators Unicast (e ]
Admin Profiles Monitored IP P Interface Action
Remote Authentication Server 10.0.1.241 port2 - X o+
SAML SSO
Download Debug Log 3, Downloaa
Settings
l Network

Ifthe monitored interface for the primary FortiManager device fails, what must you do to maintain high availability (HA)?

A. Check the integrity database of the primary device to force a secondary device to become the new primary with all active
mterfaces.

B. Reconfigure the primary device to remove the peer [P address of the failed device from its configuration.

C. The FortiManager HAfailover is transparent to administrators and does not require any additional action.

D. Manually promote one of the working secondary devices to the primary role: and reboot the original primary device to
remove the peer IP address of'the failed device.

Answer: C

Explanation:

In a FortiManager HA cluster configured with VRRP failover, the failover process is automatic and transparent to administrators. If
the monitored interface on the primary device fails, the secondary device takes over without requiring manual intervention to maintain
HA.

NEW QUESTION # 27

Refer to the exhibits. An admmnistrator runs the reload failure command diagnose test deploymanager reloadconf262 on
FortiManager.

Why does the administrator receive an error message?



Diagnose output

FortiManager # get system status

Platform Type : FMG-VME4-KVM

Platform Full Name :vFartiManager-VM64 -KVM

ersion * v7.6.1-build3344 241023 (GA.M)

Serial Number : FMG-VMTM2401294 .

s vasia o  caaoez . i :RTINET]
Diagnose output

FortiManager # diagnose dvm device list
--- There are currently 5 devices/vdoms managed ---

th ﬂ‘H’IlnET count for license ---
yre UEH W NAME ADOM 1PS FIRMWARE

fmgfaz-managed 230 FGVM@2TM24013423 - 19 0.13.254 FGVME2TM24013423 root 7.0 MR6 (3401) N/A
|- STATuS: dev-db: not modified; conf: in sync; cond: OK; dm: retrieved; conn: up
|- vdom:[3]root flags:® adom:root pkg:[never-installed]

unregistered 167 FGVM@2TM24013501 - 192.168.1.3 FGVMB2TM24013501 wroot 7.8 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: out of sync; cond: unpegisterad; dm:inone; conn: unknown
|- vdom:[3]root flags:® adom:root pkg:[neven-installed]

unregistered 209 FGVMO2TM24013502 - 192:168.1.101 FGVMO2TM24013502 root 7.0 MR6 (3401) N/A
|- STATUS: dev-db: urkngwn; €onf: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom: [8]roat flags:@ adom:poot pkg:[never-installed]

unregistered 188 FGVMO2TM24813504 - 192.168.1.111 FGVMB2TM240135084 root 7.0 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom:[3]root flags:® adom:root pkg:[never-installed]

fmgfaz-model 262 - HQ-MNGFW My_ADOM 7.8 MR6 (3481) N/A
|- STATUS: dev-db: unknown; conf: unknown; cond: unknown; dm: unknown; conn: unknown
|- vdom:[3]root flags:® adom:My ADOM pkg:[never-installed]

FortiManager # diagnose test deploymanager reloadconf 262
Retriving configuration file from FGT...
Error: Configuration file import error.

A. FortiManager requires the FortiGate serial number instead of the ID number.

B. The administrator just recently added FortiGate HQ-NGFW as a model device.
C. The admmistrator must use the FortiGate name instead of the ID nurmber.

D. FortiManager does not support FortiOS version 7.0.

Answer: B

Explanation:
The error occurs because the FortiGate HQ-NGFW device with ID 262 is a newly added model device and has not yet been fully
synchronized or installed with a configuration package, which causes the reload configuration command to fail

NEW QUESTION # 28
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