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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q13-Q18):

NEW QUESTION # 13
‘Which statement describes the Classification of information control n Amnex A of ISO/IEC 27001?

A. Ensures that information is classified based on confidentiality, integrity and availability
B. Ensures that all mformation assets are labelled with their classification

C. Ensures the rules to control physical and logical access apply to assets

D. Ensures that security perimeters are used to protect assets

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.12 (Classification of information) states:

"Information should be classified according to the information security needs of the organization based on confidentiality, integrity and
availability." This aligns directly with option B. Option A (labelling) is a separate control (Ammex A.5.13). Option C (security
perimeters) is under physical controls (Annex A.7.1). Option D (access control rules) relates to Annex A.5.15 and A.8.2.

Thus, the verified correct statement for the Classification of information control isB.

NEW QUESTION # 14
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What activity is done first when preparing for an initial certification audit?

A. Provide documents to the Certification Body auditor for the Stage 1 audit

B. Provide records to the Certification Body auditor for the Stage 2 audit

C. Agree the scope of the ISMS with the Certification Body auditor

D. Provide evidence that nonconformities from an internal audit have been actioned

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 15
‘Which nformation is required to be included in the Statement of Applicability?

A. The risk assessment approach of the organization

B. The justification for including each information security control
C. The criteria against which risk will be evaluated

D. The scope and boundaries of the ISMS

Answer: B

Explanation:

Clause 6.1.3 (d) requires that the organization'produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

NEW QUESTION # 16
Which factor is required to be determined when understanding the organization and its context?

A. The information security objectives relevant to the ISMS

B. Internal issues affecting the purpose of the ISMS

C. The ISO/IEC 27001 clauses which apply to the management system
D. The processes that will be required to operate the ISMS

Answer: B

Explanation:

Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
mnternal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g,, culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requirements in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

NEW QUESTION # 17



Which activity is a required element of information security risk identification?

A. Determine the risk owners

B. Determine the level of risk

C. Consider the likelihood of the occurrence
D. Prioritize the risk for treatment

Answer: A

Explanation:

Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
information security risks:1) apply the information security risk assessment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelihood and determining levels of risk (options B and D) are part ofrisk analysis(6.1.2 d) "assess the
realistic likelihood...",;

"determine the levels of risk"'), and prioritization for treatment (option C) is part oftisk evaluation(6.1.2 e)

"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream

NEW QUESTION # 18
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