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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q418-Q423):

NEW QUESTION # 418
A security analyst is validating a particular finding that was reported in a web application vulnerability scan to make sure it is not a
false positive. The security analyst uses the snippet below:

Which of'the following vulnerability types is the security analyst validating?
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A. Directory traversal
B. SSRF

C. XSS

D. XXE

Answer: C

Explanation:

XSS (cross-site scripting) is the vulnerability type that the security analyst is validating, as the snippet shows an attempt to inject a
script tag into the web application. XSS is a web security vulnerability that allows an attacker to execute arbitrary JavaScript code in
the browser of another user who visits the vulnerable website.

XSS can be used to perform various malicious actions, such as stealing cookies, session hijacking, phishing, or defacing websites.
The other vulnerability types are not relevant to the snippet, as they involve different kinds of attacks. Directory traversal is an attack
that allows an attacker to access files and directories that are outside of the web root folder. XXE (XML external entity) injection is
an attack that allows an attacker to interfere with an application's processing of XML data, and potentially access files or systemns.
SSREF (server- side request forgery) is an attack that allows an attacker to induce the server-side application to make requests to an
unintended location. Official References:

* httpsy/portswigger.net/web-security/xxe

* httpsy/portswigger.net/web-security/ssrf

* https/cheatsheetseries.owasp.org/cheatsheets/Server Side Request Forgery Prevention Cheat Sheet.

html

NEW QUESTION # 419
A security audit for unsecured network services was conducted, and the following output was generated:
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Which of'the following services should the security team investigate further? (Select two).

A0
B. 1
C.2
D.3
E. 4
F.5

Answer: A,D

Explanation:

The output shows the results of a port scan, which is a technique used to identify open ports and services running on a network host.
Port scanning can be used by attackers to discover potential vulnerabilities and exploit them, or by defenders to assess the security
posture and configuration of their network devices1 The output lists six ports that are open on the target host, along with the service
name and version associated with each port. The service name indicates the type of application or protocol that is using the port,
while the version indicates the specific release or update of the service. The service name and version can provide usefil information
for both attackers and defenders, as they can reveal the capabilities, features, and weaknesses of the service.

Among the six ports listed, two are particularly risky and should be investigated further by the security team:

port 23 and port 636.

Port 23 is used by Telnet, which is an old and insecure protocol for remote login and command execution.

Telnet does not encrypt any data transmitted over the network, including usernames and passwords, which makes it vulnerable to
eavesdropping, interception, and modification by attackers. Telnet also has many known vulnerabilities that can allow attackers to
gain unauthorized access, execute arbitrary commands, or cause denial-of-service attacks on the target host23 Port 636 is used by



LDAP over SSL/TLS (LDAPS), which is a protocol for accessing and modifying directory services over a secure connection.
LDAPS encrypts the data exchanged between the client and the server using SSI/TLS certificates, which provide authentication,
confidentiality, and integrity. However, LDAPS can also be vulnerable to attacks if the certificates are not properly configured,
verified, or updated. For example, attackers can use self-signed or expired certificates to perform man-in-the-middle attacks,
spoofing attacks, or certificate revocation attacks on LDAPS connections.

Therefore, the security team should investigate further why port 23 and port 636 are open on the target host, and what services are
running on them. The security team should also consider disabling or replacing these services with more secure alternatives, such as
SSH for port 23 and StartTLS for port 6362

NEW QUESTION # 420

Using open-source intelligence gathered from technical forums, a threat actor compiles and tests a malicious downloader to ensure it
will not be detected by the victim organization's endpoint security protections. Which of the following stages of the Cyber Kill Chain
best aligns with the threat actor's actions?

A. Reconnaissance
B. Weaponizatign
C. Delivery

D. Exploitation

Answer: B

Explanation:

Weaponization is the stage of the Cyber Kill Chain where the threat actor creates or modifies a malicious tool to use against a target.
In this case, the threat actor compiles and tests a malicious downloader, which is a type of weaponized malware. References:
Cybersecurity 101, The Cyber Kill Chain: The Seven Steps of a Cyberattack

NEW QUESTION # 421

While a security analyst for an organization was reviewing logs from web servers. the analyst found several successful attempts to
downgrade HTTPS sessions to use cipher modes of operation susceptible to padding oracle attacks. Which of the following
combinations of configuration changes should the organization make to remediate this issue? (Select two).

A. Remove cipher suites that use GCM.

B. Configure the server to prefer ephemeral modes for key exchange.

C. Configure the server to require HSTS.

D. Configure the server to prefer TLS 1.3.

E. Remove cipher suites that use CBC.

F. Require client browsers to present a user certificate for mutual authentication.

Answer: D,E

Explanation:

The correct answer is A. Configure the server to prefer TLS 1.3 and B. Remove cipher suites that use CBC.

A padding oracle attack is a type of attack that exploits the padding validation of a cryptographic message to decrypt the ciphertext
without knowing the key. A padding oracle is a system that responds to queries about whether a message has a valid padding or not,
such as a web server that returns different error messages for invalid padding or mvalid MAC. A padding oracle attack can be
applied to the CBC mode of operation, where the attacker can manipulate the ciphertext blocks and use the oracle's responses to
recover the plaintext12.

To remediate this issue, the organization should make the following configuration changes:

Configure the server to prefer TLS 1.3. TLS 1.3 is the latest version of the Transport Layer Security protocol, which provides
secure communication between clients and servers. TLS 1.3 has several security improvements over previous versions, such as:

It deprecates weak and obsolete cryptographic algorithis, such as RC4, MDS, SHA-1, DES, 3DES, and CBC mode.

It supports only strong and modern cryptographic algorithis, such as AES-GCM, ChaCha20-Poly1305, and SHA-256/384.

It reduces the number of round trips required for the handshake protocol, which improves performance and latency.

It encrypts more parts of the handshake protocol, which enhances privacy and confidentiality.

It introduces a zero round-trip time (0-RTT) mode, which allows resuming previous sessions without additional round trips.

It supports forward secrecy by default, which means that compromising the long-term keys does not affect the security of past
sessions3456.

Remove cipher suites that use CBC. Cipher suites are combinations of cryptographic algorithims that specify how TLS connections
are secured. Cipher suites that use CBC mode are vulnerable to padding oracle attacks, as well as other attacks such as BEAST



and Lucky 13. Therefore, they should be removed from the server's configuration and replaced with cipher suites that use more
secure modes of operation, such as GCM or CCM78.

The other options are not effective or necessary to remediate this issue.

Option C is not effective because configuring the server to prefer ephemeral modes for key exchange does not prevent padding
oracle attacks. Ephemeral modes for key exchange are methods that generate temporary and random keys for each session, such as
Diffie-Hellman or Elliptic Curve Diffie-Hellman. Ephemeral modes provide forward secrecy, which means that compromising the
long-term keys does not affect the security of past sessions. However, ephemeral modes do not protect against padding oracle
attacks, which exploit the padding validation of the ciphertext rather than the key exchange9.

Option D is not necessary because requiring client browsers to present a user certificate for mutual authentication does not prevent
padding oracle attacks. Mutual authentication is a process that verifies the identity of both parties in a communication, such as using
certificates or passwords. Mutual authentication enhances security by preventing impersonation or spoofing attacks. However,
mutual authentication does not protect against padding oracle attacks, which exploit the padding validation of the ciphertext rather
than the authentication.

Option E is not necessary because configuring the server to require HSTS does not prevent padding oracle attacks. HSTS stands
for HTTP Strict Transport Security and it is a mechanism that forces browsers to use HTTPS connections instead of HTTP
connections when commumnicating with a web server. HSTS enhances security by preventing downgrade or man-in-the-middle
attacks that try to intercept or modify HTTP traffic. However, HSTS does not protect against padding oracle attacks, which exploit
the padding validation of HTTPS traffic rather than the protocol.

Option F is not effective because removing cipher suites that use GCM does not prevent padding oracle attacks. GCM stands for
Galois/Counter Mode and it is a mode of operation that provides both encryption and authentication for block ciphers, such as AES.
GCM is more secure and efficient than CBC mode, as it prevents various types of attacks, such as padding oracle, BEAST, Lucky
13, and IV reuse attacks. Therefore, removing cipher suites that use GCM would reduce security rather than enhance it .
Reference:

1 Padding oracle attack - Wikipedia

2 flast101/padding-oracle-attack-explained - GitHub

3 A Cryptographic Analysis of the TLS 1.3 Handshake Protocol | Journal of Cryptology

4 Which block cipher mode of operation does TLS 1.3 use? - Cryptography Stack Exchange

5 The Essentials of Using an Ephemeral Key Under TLS 1.3

6 Guidelines for the Selection, Configuration, and Use of ... - NIST

7 CBC decryption vulnerability - .NET | Microsoft Learn

8 The Padding Oracle Attack | Robert Heaton

9 What is Ephemreral Diffie-Hellman? | Cloudflare

[10] What is Mutual TLS? How mTILS Authentication Works | Cloudflare

[11] What is HSTS? HTTP Strict Transport Security Explained | Cloudflare

[12] Galois/Counter Mode - Wikipedia

[13] AES-GCM and its [V/nonce value - Cryptography Stack Exchange

NEW QUESTION # 422

A security analyst observed the following activity from a privileged account:
- Accessing emails and sensitive information

- Audit logs being modified

- Abnormal log-in times

Which of'the following best describes the observed activity?

A. Unauthorized privileges

B. Irregular peer-to-peer communication
C. Insider attack

D. Rogue devices on the network

Answer: C

Explanation:

The observed activity from a privileged account indicates an insider attack, which is when a trusted user or employee misuses their
access rights to compromise the security of the organization. Accessing emails and sensitive information, modifying audit logs, and
logging in at abnormal times are all signs of malicious behavior by a privileged user who may be trying to steal, tamper, or destroy
data, or cover their tracks. An insider attack can cause significant damage to the organization's reputation, operations, and
compliance.



NEW QUESTION # 423
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