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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q111-Q116):

NEW QUESTION # 111
Why is it important to regularly review and update cybersecurity policies?
Response:

A. To adjust the policy to account for new threats, regulations, and business changes
B. To remove outdated sections without consulting key stakeholders

C. To prevent stakeholders from becoming too familiar with the policy

D. To keep the policy briefand limit the number of updates

Answer: A

NEW QUESTION # 112

How can aligning cybersecurity metrics with business performance indicators improve communication between security teams and
business leaders?

Response:

e A. By excluding business leaders from cybersecurity discussions

e B. By helping business leaders see the impact of security on business objectives, making cybersecurity an integral part of
decision-making

e (. By focusing solely on technical details

e D. By making security metrics overly complex for business leaders to understand

Answer: B

NEW QUESTION # 113
When leading a cybersecurity team through a security policy change, which of the following should be a priority for the leader?
Response:

A. Ignoring feedback from stakeholders

B. Delegating the responsibility for implementing the change to the lowest-level employees

C. Ensuring clear communication about the change's purpose and how it aligns with the organization's goals
D. Focusing solely on the technical details of the change

Answer: C

NEW QUESTION # 114

You are managing a cybersecurity team that has been working on a project for several months. Recently, a significant error was
discovered, and the team is feeling demotivated. How would you address this issue and improve team morale while ensuring the
project continues on track?

Response:

¢ A Calla meeting to discuss the error, acknowledge the team's hard work, and brainstorm solutions while encouraging a focus
on lessons learned for future improvements

e B. Cancel all future deadlines to give the team time to recover

e C. Publicly reprimand the team to ensure they understand the gravity of the mistake

¢ D. Replace teammembers with new staff to avoid further mistakes

Answer: A

NEW QUESTION # 115
Which of the following is a key consideration when performing a cost-benefit analysis of a security program?
Response:



A. The salary of the security team

B. The time it takes to train employees on the security program

C. The cost of implementing security measures versus the potential financial impact of a security breach
D. The upfront cost of security tools only

Answer: C

NEW QUESTION # 116
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