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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q42-Q47):

NEW QUESTION # 42

An admmnistrator wants to configure timeouts for users. Regardless of the user's behavior, the timer should start as soon as the user
authenticates and expire after the configured value.

‘Which timeout option should be configured on FortiGate?

A. new-session

B. idle-timeout

C. hard-timeout

D. soft-timeout

E. auth-on-demand

Answer: C

Explanation:
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For the described scenario, where the administrator wants the timer to start as soon as the user authenticates and expire after the
configured value, the appropriate timeout option to configure on FortiGate is:

E. hard-timeout

The "hard-timeout" option sets the maximum time a user is allowed to remain logged in. The timer starts as soon as the user
authenticates, and the session expires after the configured time, regardless of the user's activity or behavior.

Hard: time is an absolute value. Regardless of the user's behavior, the timer starts as soon as the user authenticates and expires after
the configured value.

NEW QUESTION # 43
‘Which NAT method translates the source IP address in a packet to another IP address?

A. SNAT
B. VIP

C. IPPOOL
D. DNAT

Answer: A

Explanation:

The correct answer is: B. SNAT

SNAT (Source Network Address Translation), also known as MASQUERADE in iptables, translates the source IP address ina
packet to another IP address. It is commonly used in scenarios where internal private [P addresses need to be translated to a single
public IP address when accessing the Internet, for example. DNAT (Destination Network Address Translation) translates the
destination IP address in a packet to another IP address. VIP (Virtual IP) is used to designate a single IP address that represents
multiple servers for load balancing or high availability purposes. IPPOOL typically refers to a range of IP addresses that can be
dynamically assigned to clients, such as in DHCP.

NEW QUESTION # 44
An admmnistrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
What is true about the DNS connection to a FortiGuard server?

A. Tt uses DNS over TLS.

B. It uses UDP 53.

C. It uses UDP 8888.

D. It uses DNS over HTTPS.

Answer: A

Explanation:

By default, DNS queries to FortiGuard servers use UDP port 53.

When using FortiGuard servers for DNS, FortiOS uses DNS over TLS (DoT) by default to secure the DNS traffic. New
FortiGuard DNS servers have been added as primary and secondary servers.

NEW QUESTION # 45
A network administrator is configuring an [Psec VPN tunnel for a sales employee travelling abroad.
Which [Psec Wizard template must the administrator apply?

A. Remote Access
B. iHub-and-Spoke
C. Dial up User

D. Site to Site

Answer: A

Explanation:

For configuring an IPsec VPN tunnel for a sales employee traveling abroad, the "Remote Access" template is the most appropriate
choice. This template is designed to allow remote users to securely connect to the internal network of an organization from any
location using FortiClient or a compatible client. The other options, such as "Site to Site," "Dial up User," and "iHub-and-Spoke,"



are used for connecting different networks or sites, not individual remote users.
References:
* FortiOS 7.4.1 Admnistration Guide: [Psec Wizard Template Types

NEW QUESTION # 46
Refer to the exhibit:
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Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)

A. The portl and port2 default routes are active in the routing table.
B. The port3 default route has the lowest metric.

C. The port3 default route has the highest distance.

D. There will be eight routes active in the routing table.

Answer: A,C

Explanation:

*> mean active routes

first square bracked mean admmnistrative distance

second bracket square mean priority (valid only on static routes) metric applies only in multiroutes with same administrative distance.

NEW QUESTION # 47

Young people are facing greater employment pressure. It is imperative to increase your competitiveness. Selecting FCP_FGT AD-
7.4 learning quiz, you can get more practical skills. First, you will increase your productivity so that you can accomplish more tasks.
Second, users who use FCP_ FGT AD-7.4 Training Materials can pass exams more easily. An international FCP_FGT AD-7.4
certificate means that you can get more job opportunities. Seize the opportunity to fully display your strength. Will the fiture you
want be far behind?
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