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GIAC Forensics Examiner Practice Test Sample Questions (Q48-Q53):
NEW QUESTION # 48 
For forensic analysis, which file in Chrome provides insights into user actions regarding file downloads?
Response:

A. 'Extensions' configuration file
B. Bookmarks file
C. 'Downloads' table in the 'History' database
D. History file

Answer: C

NEW QUESTION # 49 
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What is the forensic relevance of 'alternate data streams' in NTFS filesystems?
Response:

A. They log firewall and antivirus status updates.
B. They can be used to store additional data hidden from normal file browsing utilities, posing a challenge for data discovery.
C. They provide a history of user interface settings adjustments.
D. They track installation of browser extensions.

Answer: B

NEW QUESTION # 50 
How does the use of 'write blockers' benefit digital forensic investigations?
Response:

A. They prevent the alteration of data on a storage device during forensic imaging.
B. They monitor changes to file permissions.
C. They log user activities in real-time.
D. They track the frequency of system backups.

Answer: A

NEW QUESTION # 51 
What can be revealed by analyzing the metadata of email attachments?
Response:

A. The recipient's login times
B. The original file creation and modification dates
C. The email client's version number
D. The subject of the email

Answer: B

NEW QUESTION # 52 
Which Windows log is typically used to track application crashes or failures?
Response:

A. Setup log
B. Application log
C. System log
D. Security log

Answer: B

NEW QUESTION # 53
......
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