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GIAC Enterprise Incident Response Sample Questions (Q85-Q90):
NEW QUESTION # 85 
In Linux, what is the primary command used to view the content of text files?
Response:

A. showfile
B. cat
C. textview
D. open

Answer: B
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Which of the following is a common cloud attack scenario that involves exploiting a misconfiguration in storage permissions?
Response:

A. SQL Injection
B. Data Exposure
C. Man-in-the-Middle Attack
D. Cross-Site Scripting (XSS)

Answer: B

NEW QUESTION # 87 
Which data sources provide valuable insights when determining the scope of a network intrusion?
Response:

A. Firewall logs
B. User authentication logs
C. VPN access logs
D. Email transaction logs
E. Web proxy logs

Answer: A,B,C,E

NEW QUESTION # 88 
What is the first step in a digital forensic and incident response (DFIR) strategy for a container-based incident?
Response:

A. Recovery
B. Identification
C. Containment
D. Eradication

Answer: B

NEW QUESTION # 89 
What capabilities should a tool have to effectively collect and process incident response data at scale across macOS endpoints?
(Choose Three)
Response:

A. System log aggregation
B. Network traffic monitoring
C. Automatic user logout
D. Live memory analysis
E. Remote script execution

Answer: A,D,E

NEW QUESTION # 90
......
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