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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q102-Q107):
NEW QUESTION # 102 
Refer to the exhibit.

A. metamorphic encoding
B. ASCII85 encoding
C. Base64 encoding
D. hex encoding

Answer: C

Explanation:
The string shown is long, alphanumeric, and includes both uppercase and lowercase letters with numbers- characteristics of Base64
encoding. This format is widely used to obfuscate payloads in malicious scripts, particularly in phishing or malware campaigns.
Base64 encoding is also supported by Python and other platforms for data transformation.
-

NEW QUESTION # 103 
Which information is provided bout the object file by the "-h" option in the objdump line command objdump -b oasys -m vax -h
fu.o?

A. debugging
B. bfdname
C. headers
D. help

Answer: C

NEW QUESTION # 104 
An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability is
compromised. Which step should be taken to identify the origin of the threat?

A. An engineer should check the services on the machine by running the command service -status-all.
B. An engineer should check the last hundred entries of a web server with the command sudo tail -100 /var/
log/apache2/access.log.
C. An engineer should check the server's processes by running commands ps -aux and sudo ps -a.
D. An engineer should check the list of usernames currently logged in by running the command $ who | cut - d' ' -f1| sort | uniq

Answer: B

NEW QUESTION # 105 
Refer to the exhibit.
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After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business-critical, web-based application and violated its availability.
Which two mitigation techniques should the engineer recommend? (Choose two.)

A. NOP sled technique
B. data execution prevention
C. address space randomization
D. encapsulation
E. heap-based security

Answer: B,C

Explanation:
The alert indicates aWebDAV Stack Buffer Overflow, which is amemory corruptionattack targeting the stack, a common vector
forremote code executionordenial-of-service (DoS).
To mitigate such exploits, two effective system-hardening techniques are:
* C. Address Space Layout Randomization (ASLR):Randomizes memory addresses used by system and application processes,
making it difficult for attackers to predict where their malicious code will be executed.
* E. Data Execution Prevention (DEP):Prevents execution of code from non-executable memory regions such as the stack, thus
stopping buffer overflow attacks from successfully executing payloads.
Both are well-established protections against stack-based buffer overflow attacks and are strongly recommended in the Cisco
CyberOps Associate guide and general security best practices.

NEW QUESTION # 106 

Refer to the exhibit. A security analyst notices unusual connections while monitoring traffic. What is the attack vector, and which
action should be taken to prevent this type of event?



A. ARP spoofing; configure port security
B. MAC flooding; assign static entries
C. DNS spoofing; encrypt communication protocols
D. SYN flooding, block malicious packets

Answer: A

NEW QUESTION # 107
......
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