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Linux Foundation CNPA Exam Syllabus Topics:

Topic Details

Topic 1

Platform Observability, Security, and Conformance: This part of the exam evaluates Procurement
Specialists on key aspects of observability and security. It includes working with traces, metrics, logs, and
events while ensuring secure service communication. Policy engines, Kubernetes security essentials, and
protection in CI
CD pipelines are also assessed here.

Topic 2
Measuring your Platform: This part of the exam assesses Procurement Specialists on how to measure
platform efficiency and team productivity. It includes knowledge of applying DORA metrics for platform
initiatives and monitoring outcomes to align with organizational goals.
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Topic 3

Continuous Delivery & Platform Engineering: This section measures the skills of Supplier Management
Consultants and focuses on continuous integration pipelines, the fundamentals of the CI
CD relationship, and GitOps basics. It also includes knowledge of workflows, incident response in
platform engineering, and applying GitOps for application environments.

Topic 4

Platform APIs and Provisioning Infrastructure: This part of the exam evaluates Procurement Specialists on
the use of Kubernetes reconciliation loops, APIs for self-service platforms, and infrastructure provisioning
with Kubernetes. It also assesses knowledge of the Kubernetes operator pattern for integration and
platform scalability.
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Linux Foundation Certified Cloud Native Platform Engineering Associate
Sample Questions (Q76-Q81):
NEW QUESTION # 76 
During a CI/CD pipeline review, the team discusses methods to prevent insecure code from being introduced into production. Which
practice is most effective for this purpose?

A. Conducting A/B testing to validate secure code changes.
B. Using caching strategies to control secure content delivery.
C. Implementing security gates at key stages of the pipeline.
D. Performing load balancing controls to manage traffic during deployments.

Answer: C

Explanation:
The most effective way to prevent insecure code from reaching production is to integrate security gates directly into the CI/CD
pipeline. Option A is correct because security gates involve automated scanning of dependencies, SBOM generation, code analysis,
and policy enforcement during build and test phases. This ensures that vulnerabilities or policy violations are caught early in the
development lifecycle.
Option B (load balancing) improves availability but is unrelated to code security. Option C (A/B testing) validates functionality, not
security. Option D (caching strategies) affects performance, not code safety.
By embedding automated checks into CI/CD pipelines, teams adopt a shift-left security approach, ensuring compliance and
minimizing risks of supply chain attacks. This practice directly supports platform engineering goals of combining security with speed
and reducing developer friction through automation.
References:- CNCF Supply Chain Security Whitepaper- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study
Guide

NEW QUESTION # 77 
What is the primary purpose of using multiple environments (e.g., development, staging, production) in a cloud native platform?

A. Increases application performance by distributing traffic.
B. Ensures all applications use the same infrastructure.
C. Reduces cloud costs by running applications in different locations.
D. Isolates different stages of application development and deployment

Answer: D
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Explanation:
The primary reason for implementing multiple environments in cloud native platforms is to isolate the different phases of the software
development lifecycle. Option A is correct because environments such as development, staging, and production enable testing and
validation at each stage without impacting end users. Development environments allow rapid iteration, staging environments simulate
production for integration and performance testing, and production environments serve real users.
Option B (reducing costs) may be a side effect but is not the main purpose. Option C (distributing traffic) relates more to load
balancing and high availability, not environment separation. Option D is the opposite of the goal-different environments often require
tailored infrastructure to meet their distinct purposes.
Isolation through multiple environments is fundamental to reducing risk, supporting continuous delivery, and ensuring stability. This
practice also allows for compliance checks, automated testing, and user acceptance validation before changes reach production.
References:- CNCF Platforms Whitepaper- Team Topologies & Platform Engineering Guidance- Cloud Native Platform
Engineering Study Guide

NEW QUESTION # 78 
If you update a Deployment's replica count from 3 to 5, how does the reconciliation loop respond?

A. It will create new Pods to meet the new replica count of 5.
B. It will wait for an admin to manually add two more Pod definitions.
C. It will restart the existing Pods before adding any new Pods.
D. It will delete the Deployment and require you to re-create it with 5 replicas.

Answer: A

Explanation:
The Kubernetes reconciliation loop ensures that the actual state of a resource matches the desired state defined in its manifest. If the
replica count of a Deployment is changed from 3 to 5, option B is correct:
Kubernetes will automatically create two new Pods to satisfy the new desired replica count.
Option A is incorrect because Deployments are not deleted; they are updated in place. Option C contradicts Kubernetes'
declarative model-no manual intervention is required. Option D is wrong because Kubernetes does not restart existing Pods unless
necessary; it simply adds additional Pods.
This reconciliation process is core to Kubernetes' declarative infrastructure approach, where desired states are continuously
monitored and enforced. It reduces human toil and ensures consistency, making it fundamental for platform engineering practices like
GitOps.
References:- CNCF Kubernetes Documentation- CNCF GitOps Principles- Cloud Native Platform Engineering Study Guide

NEW QUESTION # 79 
Which approach is an effective method for securing secrets in CI/CD pipelines?

A. Storing secrets and encrypting them in a secrets manager.
B. Encoding secrets in the source code using base64.
C. Storing secrets as plain-text environment variables managed through config files.
D. Storing secrets in configuration files with restricted access.

Answer: A

Explanation:
The most secure and scalable method for handling secrets in CI/CD pipelines is to use a secrets manager with encryption. Option B
is correct because solutions like HashiCorp Vault, AWS Secrets Manager, or Kubernetes Secrets (backed by KMS) securely
store, encrypt, and control access to sensitive values such as API keys, tokens, or credentials.
Option A (restricted config files) may protect secrets but lacks auditability and rotation capabilities. Option C (plain-text environment
variables) exposes secrets to accidental leaks through logs or misconfigurations.
Option D (base64 encoding) is insecure because base64 is an encoding, not encryption, and secrets can be trivially decoded.
Using a secrets manager ensures secure retrieval, audit trails, access policies, and secret rotation. This aligns with supply chain
security and zero-trust practices, reducing risks of credential leakage in CI/CD pipelines.
References:- CNCF Security TAG Best Practices- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

NEW QUESTION # 80 



Which metric measures a cloud native platform's impact on developer productivity and deployment speed?

A. Monitor overall cloud infrastructure cost and resource consumption.
B. Measure total cloud resource utilization across all development teams.
C. Evaluate total security vulnerabilities detected during platform usage.
D. Track average time from code commits to successful production deployment.

Answer: D

Explanation:
The Lead Time for Changes metric, one of the DORA (DevOps Research and Assessment) metrics, directly measures the impact of
a platform on developer productivity and deployment speed. Option B is correct because it reflects the average time taken from
when code is committed until it is successfully deployed into production. A shorter lead time indicates that the platform enables faster
feedback loops, quicker delivery of features, and overall improved developer experience.
Option A (infrastructure cost) and Option D (resource utilization) are important for operations but do not measure productivity or
speed. Option C (security vulnerabilities) relates to platform security posture, not productivity.
By tracking lead time, organizations can evaluate how effective their platform is in enabling self-service, automation, and streamlined
CI/CD workflows. Improvements in this metric demonstrate that the platform is successfully reducing friction for developers and
accelerating value delivery to end users.
References:- CNCF Platforms Whitepaper- State of DevOps Report (DORA Metrics)- Cloud Native Platform Engineering Study
Guide

NEW QUESTION # 81
......

In order to better meet users' need, our Certified Cloud Native Platform Engineering Associate study questions have set up a
complete set of service system, so that users can enjoy our professional one-stop service. We not only in the pre-sale for users
provide free demo, when buy the user can choose in we provide in the three versions, at the same time, our CNPA training materials
also provides 24-hour after-sales service, even if you are failing the exam, don't pass the exam, the user may also demand a full
refund with purchase vouchers, make the best use of the test data, not for the user to increase the economic burden. Such a perfect
one-stop service of our CNPA Test Guide, believe you will not regret your choice, and can better use your time, full study, efficient
pass the exam.
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