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(Q33-Q38):

NEW QUESTION # 33
Refer to the exhibits.
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An administrator has configured several wireless APs to use FortiAuthenticator as their RADIUS server. One user is unable to
successfully authenticate. The user record exists in the system, but the FortiAuthenticator log shows Authentication failed, user not
found.

What is the most likely cause of the problem?

A. The RADIUS secret is incorrect.

B. No client entry exists for the authenticating AP.

C. The RADIUS traffic is being sourced firom an IP address not listed as NAS.
D. RADIUS authentication is not enabled for the user.

Answer: D

Explanation:

The log message indicates that FortiAuthenticator cannot find the user during RADIUS authentication, even though the user exists in
the system This typically happens when RADIUS authentication is not enabled for that user account, preventing FortiAuthenticator
from using it for RADIUS login requests.

NEW QUESTION # 34
Which of the following advanced system settings can be configured in FortiAuthenticator?

A. Network firewall rules

B. Keyboard layout customization
C. Account lockout policies

D. Screen brightness control

Answer: C



NEW QUESTION # 35
Which FSSO discovery method transparently detects logged off users without having to rely on external features such as WMI

polling?

A. Windows AD polling

B. FortiClient SSO mobility agent
C. DC polling

D. RADIUS accounting

Answer: B

Explanation:
The FortiClient SSO Mobility Agent runs on the endpoint and communicates login and logoff events directly to FortiAuthenticator,
allowing transparent detection of logged-off users without relying on external mechanisis like WMI polling,

NEW QUESTION # 36
Which two statements about asymmetric cryptography are true? (Choose two.)

A. The public key can be openly distributed

B. Private keys are distributed in the server's digital certificates
C. It distributes key pairs to both the client and the server

D. It uses a mathematically linked public and private key pair

Answer: A,D

Explanation:
In asymmetric cryptography, the public key can be openly shared without compromising security.
It relies on a mathematically linked public and private key pair, where one key encrypts and the other decrypts.

NEW QUESTION # 37
Which network configuration is required when deploying FortiAuthenticator for portal services?

A. FortiGate must be set up as the default gateway for FortiAuthenticator

B. FortiAuthenticator must have the REST API access enabled on port 1

C. Policies must have specific ports open between FortiAuthenticator and the authentication clients
D. Orne of the DNS servers must be a FortiGuard DNS server

Answer: C

NEW QUESTION # 38
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