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NEW QUESTION # 27

What are two effective strategies to prevent data loss on a stolen mobile device?
(Choose two)

Response:

A. Disabling automatic updatesDisabling automatic updates
B. Keeping the device's OS outdated

C. Enabling remote data wipe

D. Using strong authentication methods

Answer: C,D

NEW QUESTION # 28
For apps handling sensitive financial data, MASVS recommends which of the following measures?
Response:

A. Daily security audits

B. Multi-factor authentication

C. Background checks for developers

D. Usage of a secure development lifecycle

Answer: B

NEW QUESTION # 29
Which tool is best suited for sniffing and analyzing traffic on wireless networks?
Response:

A. OpenSSL
B. Wireshark
C. Nmap

D. Metasploit

Answer: B

NEW QUESTION # 30
Which vulnerability allows attackers to intercept mobile app traffic despite the use of SSL/TLS encryption?
Response:

A. Padding Oracle

B. Heartbleed

C. Cross-stte Scripting (XSS)
D. SSI/TLS Misconfiguration

Answer: D

NEW QUESTION # 31
Which tool is commonly used to modify the runtime behavior of Android applications for security testing?
Response:

A. Android Studio

B. Eclipse

C. Xposed Framework
D. Selenium

Answer: C
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