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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q166-Q171):
NEW QUESTION # 166 
An administrator would like to determine which action the firewall will take for a specific CVE. Given the screenshot below, where
should the administrator navigate to view this information?
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A. The profile rule action
B. Exceptions lab
C. The profile rule threat name
D. CVE column

Answer: A

NEW QUESTION # 167 
Which version of GlobalProtect supports split tunneling based on destination domain, client process, and HTTP/HTTPS video
streaming application?

A. GlobalProtect version 4.1 with PAN-OS 8.0
B. GlobalProtect version 4.0 with PAN-OS 8.1
C. GlobalProtect version 4.1 with PAN-OS 8.1
D. GlobalProtect version 4.0 with PAN-OS 8.0

Answer: C

Explanation:
Explanation/Reference: https://www.paloaltonetworks.com/documentation/41/globalprotect/globalprotect-app-new-features/ new-
features-released-in-gp-agent-4_1/split-tunnel-for-public-applications

NEW QUESTION # 168 
Refer to the exhibit.



Which certificates can be used as a Forward Trust certificate?

A. Certificate from Default Trust Certificate Authorities
B. Forward_Trust
C. Domain Sub-CA
D. Domain-Root-Cert

Answer: A

NEW QUESTION # 169 
Where is information about packet buffer protection logged?

A. Alert entries are in the System log. Entries for dropped traffic, discarded sessions and blocked IP addresses are in the
Threat log
B. All entries are in the Alarms log
C. Alert entries are in the Alarms log. Entries for dropped traffic, discarded sessions, and blocked IP address are in the
Threat log
D. All entries are in the System log

Answer: B

Explanation:
Explanation
Graphical user interface, text, application Description automatically generated



NEW QUESTION # 170 
An administrator just submitted a newly found piece of spyware for WildFire analysis. The spyware passively monitors behavior
without the user's knowledge.
What is the expected verdict from WildFire?

A. Spyware
B. Phishing
C. Grayware
D. Malware

Answer: C

Explanation:
Wildfire verdictions are as follow 1-Begnin 2-Greyware 3-Mallicious 4-Phishing
https://www.paloaltonetworks.com/documentation/80/wildfire/wf_admin/wildfire-overview/wildfire-concepts/verdicts
The sample does not pose a direct security threat, but might display otherwise obtrusive behavior. Grayware typically includes
adware, spyware, and Browser Helper Objects (BHOs)

NEW QUESTION # 171
......
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