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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q443-Q448):
NEW QUESTION # 443 
During an investigation of a suspected network attack, a Computer Hacking Forensics Investigator (CHFI) is analyzing a firewall log
from a Cisco system. The log entry includes a mnemonic message:
"%PIX-6-302015: Built outbound UDP connection."
Considering the information provided, what can the investigator infer from this log entry?

A. The firewall has blocked a connection attempt per the security policy or user-defined rules
B. The firewall has recorded an unsuccessful attempt to establish an outbound UDP connection
C. The firewall detected suspicious traffic, but the firewall accepted it
D. The firewall has established an outbound UDP connection

Answer: D

NEW QUESTION # 444 
At what layer of the OSI model do routers function on?

A. 0
B. 1
C. 2
D. 3

Answer: A

NEW QUESTION # 445 
What stage of the incident handling process involves reporting events?

A. Containment
B. Recovery
C. Follow-up
D. Identification

Answer: D

NEW QUESTION # 446 
An investigator has been tasked to analyze a suspicious executable file potentially containing malware. She uses a static analysis
method to examine the file. Which step below should she NOT include as part of her static malware analysis process?

A. Conducting a file fingerprinting on the binary code to determine its function
B. Running the executable in a sandboxed environment to observe its behavior
C. Comparing the hash value of the file with online malware databases for recognition
D. Searching for embedded strings in the binary code to infer the functionality

Answer: B

NEW QUESTION # 447 
Jane, who holds the title of Computer Hacking Forensic Investigator, is knee-deep in a case of a system security breach in a vast
global corporation. The breach may have started its trouble- making journey in another country. Jane is focusing on preserving and
investigating digital evidence. Keeping in mind the fragile and volatile nature of digital evidence, what is the first step Jane should take
in the process of investigation?



A. Notify all jurisdictions involved about the breach
B. Gather system data before an intruder can alter it
C. Contact local law enforcement in the country where the attack originated
D. Begin documenting all the traces and records of the attack in the system

Answer: B

NEW QUESTION # 448
......
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