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Topic Details

¢ Inplementing Monitoring and Observability (O&M): This section evaluates the expertise of Site Reliability
Engineers (SREs) and Monitoring Specialists in tracking system performance using OCI Monitoring,

Topic 1 Logging, and Events services. It analyzes metrics, logs, and events to naintain system reliability and

troubleshoot operational issues effectively.

e Using Code and Templates for Provisioning and Configuring Infrastructure: This domamn evaluates the

expertise of DevOps Engineers and Infrastructure Architects in deploying infrastructure using Infrastructure
Topic 2 as Code (IaC) tools like Terraform. It focuses on automating resource provisioning with OCI Resource
Manager to ensure consistent and efficient infrastructure setups.

¢ Managing Containers Using Container Orchestration Engine: This part assesses the abilities of Kubernetes

Administrators and Containerization Specialists in managing Oracle Container Engine for Kubernetes
Topic 3 (OKE). It covers cluster creation, scaling, upgrades, networking, storage, and security configurations to
optimize containerized applications in OCI environments.

¢ Understand DevOps Principles and Effectively Work with Containerization Services: This section of the
exam measures the skills of DevOps Engineers and Cloud Architects in applying DevOps methodologies
and containerization practices. It covers implementing a microservices architecture, creating Docker
containers, and managing Oracle Cloud Infrastructure Registry (OCIR) and Container Instances to
streamline application deployment and scalability.

Topic 4

Oracle Cloud Infrastructure 2025 DevOps Professional Sample Questions
(Q28-Q33):

NEW QUESTION # 28
In Kubernetes clusters created by Container Engine for Kubernetes, how is data in etcd encrypted at rest by default?

A. Using encryption keys managed by the user

B. Using encryption keys managed by Oracle using a master encryption key
C. Encryption using TLS certificates

D. No encryption applied

Answer: B

Explanation:

In Kubernetes clusters created by Oracle Container Engine for Kubernetes (OKE), data in etcd (the key-value store that holds
cluster state and configuration data) is encrypted at rest by default using encryption keys managed by Oracle. Oracle manages the
encryption using a master encryption key to protect sensitive data.

NEW QUESTION # 29

As a DevOps engineer at XYZ Corp, you are responsible for ensuring the smooth operation of high-traffic web applications hosted
on Oracle Cloud Infrastructure (OCI). The web applications run on muttiple OCI resources, including virtual machines, load
balancers, and databases. Recently, users have reported failures while accessing one of the OCI-based web applications, and you
suspect HTTP 5XX errors on the load balancer. You need to quickly identify and address this issue.

Which of the following statements can assist you in quickly identifying and monitoring the HTTP 5XX error rate on the load balancer
and setting up notifications?

e A. Use Custom Metrics of the Monitoring service to collect HTTP 5XX error rates from the load balancer and set up Service
Connectors with third-party services such as PagerDuty or Slack.

e B. Use Metrics and Alarns of the Monitoring service with Container Engine for Kubernetes (OKE) to monitor HTTP 5XX
errors on Kubernetes resources and correlate them with other OCI resources.

e (. Use Event Rules to detect HITP 5XX errors on the load balancer and trigger automated actions using OCI Functions or
API Gateway.

e D. Use Metrics and Alarms of the Monitoring service to monitor the HTTP 5XX error rate on the load balancer and set up
notifications with OCI Notifications.



Answer: B

Explanation:

The Monitoring service in OCI can be used to track metrics for various OCI resources, including load balancers. You can monitor
specific metrics, such as HTTP 5XX error rates, to identify issues.

By using Alarms, you can set up thresholds for the HTTP 5XX error rate and receive notifications when the threshold is breached.
The notifications can be configured through OCI Notifications, which allows integration with email, PagerDuty, Slack, and other
channels.

NEW QUESTION # 30

A DevOps team is deploying a new version of their application to their production environment using the Canary deployment
strategy in the OCI DevOps service. They want to ensure that the production environment is not affected by any potential issues
caused by the new version.

Which statement is true in regards to the Canary deployment strategy?

e A The Canary deployment strategy only supports pipeline redeployment for OKE and not for instance group deployments.

¢ B. The Production stage in the Canary deployment strategy deploys the new version to the production environment without
any manual approval

¢ (. The Invoke Function stage is an optional stage that can be used to validate the new version before moving to the
production environment.

¢ D. The Shift Traffic stage in the Canary deployment strategy shifts the entire 100% of the production traffic to the Canary
environment.

Answer: C

Explanation:

In a Canary deployment strategy, a new version of an application is rolled out to a small subset of the production environment (the
canary) first, while the majority of the production environment still runs the current stable version. This approach helps to detect
potential issues before the new version is fully deployed.

The Invoke Function stage can be used as an optional step in the deployment pipeline to run additional validation (e.g., automated
tests or other checks) on the new version before gradually shifting more traffic to it or moving to full production deployment.

NEW QUESTION # 31

You host your application on a stack in Oracle Cloud Infrastructure (OCI) Resource Manager. Because of recent growth in your
user base, you decide to add a CIDR block to your VCN, add a subnet, and provision a compute instance in it.

Which statement is true?

¢ A. Youneed to provision a new stack because Terraform uses immutable infrastructure.

¢ B. Youneed to provision the new resources in the OCI console first, then add them later to the Terraform configuration and
state.

e (. Youcanmake the changes to the Terraform code, run an Apply job, and Resource Manager will provision the new
resources.

¢ D. You can make the changes to the Terraform code, run a Drift Detection job, and Resource Manager will provision the
NEW resources.

Answer: C

Explanation:

Oracle Cloud Infrastructure (OCI) Resource Manager uses Terraform to manage infrastructure resources. If' you need to add new
resources (e.g., a new CIDR block, subnet, and compute instance), you can simply make the necessary changes to the Terraform
code defining the stack.

After modifying the Terraform configuration to include the new resources, you can run an Apply job in Resource Manager. The
Apply job will provision the new resources in your OCI environment according to the updated Terraform code.

NEW QUESTION # 32
A team wants to deploy artificial intelligence and machine learning workloads in their OCI Container Engine for Kubernetes (OKE)
cluster. They prioritize strong isolation, cost-efficiency, and the ability to leverage serverless capabilities.



‘Which solution is best suited for their requirements?

A. Self-Managed Nodes in OKE
B. Virtual nodes in OKE

C. Container Instances in OCI
D. Managed nodes in OKE

Answer: B

Explanation:

Virtual nodes in OKE provide a serverless experience for deploying Kubernetes workloads, which means you do not have to
manage or scale the underlying infrastructure. This solution is particularly cost-eflicient because you only pay for the resources used
by the pods, and it provides strong isolation for workloads.

Virtual nodes are well suited for AI/ML workloads as they allow users to easily scale compute resources without being constrained
by the limits of individual worker nodes.

NEW QUESTION # 33

It is well known that the best way to improve your competitive advantages in this modern world is to have the 170-1109-25
certification, such as graduation from a first-tier university, fruitfl experience in a well-known international company, or even
possession of some globally recognized 170-1109-25 certifications, which can totally help you highlight your resume and get a
promotion in your workplace to a large extend. As a result, our 1Z0-1109-25 Study Materials raise in response to the proper time
and conditions while an increasing number of people are desperate to achieve success and becone the elite.
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